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Nature and timing of proposed treaty action

1. The proposed treaty action is to bring into force the Agreement between the
Government of Australia and the Government of the United States of America for the
Sharing of Visa and Immigration Information (the Agreement), signed by Australia and the
United States at Canberra on 27 August 2014.

2. Article 14 of the Agreement provides that it will enter into force when the
Government of Australia and Government of the United States of America (the Parties)
notify each other by exchange of diplomatic notes that their respective internal procedures
for entry into force have been fulfilled.

3. Subject to the Joint Standing Commiittee on Treaties’ (JSCOT’s) recommendation,
it is proposed that notification by Australia would occur as soon as practicable after the
presentation of JSCOT’s report on the Agreement.

Overview and national interest summary

4. The Agreement is required for automation of the existing immigration information
sharing process. Such automation will enable increased speed, efficiency and volumes of
exchanges. Australia and the United States currently share visa and immigration
Information under the Memorandum of Understanding between The Australian
Department of Immigration and Citizenship and the United States Department of
Homeland Security and The United States Department of State for the purposes of
Implementation of the High Value Data Sharing Protocol between the Nations of the Five
Country Conference (the MoU).

5. Information shared under the Agreement will be used for purposes such as the
enforcement of immigration laws of the Parties; furthering the prevention, detection, or
investigation of acts that would constitute a crime; and facilitating a Party’s determination
of eligibility for a visa, admission, or other immigration benefit, or whether there are
grounds for removal (Article 2B).

6. “Information” is defined in the Agreement (Article 1B) as data collected,
maintained, or generated on Nationals of a Third Country, and Nationals, including
citizens, of the Parties seeking authorisation to travel to, work in, or live in Australia or the



United States, and other data relevant to the immigration laws of the respective Parties.
Information may include personal data, statistical data, or both.

7. Under the current MoU anonymised fingerprints are sent for checking against the
Parties’ respective biometric data holdings. In the event that there is a fingerprint match,
agreed biographic information, immigration history and travel information is exchanged,
consistent with each country’s domestic laws including privacy laws. As these checks are
largely manual, the process typically takes one to two days. The Agreement will enable
automation of the process.

Reasons for Australia to take the proposed treaty action

8. Bilateral Memoranda of Understanding governing immigration information
exchange under the Five Country Conference (FCC) High Value Data Sharing Protocol
were signed in 2009 and 2010 between Australia and each of the other FCC member
countries (Canada, New Zealand, the United Kingdom and the United States of America).
Under these original arrangements, up to 3000 anonymised fingerprints per year may be
sent to each of the other countries for checking against their respective biometric data
holdings.

9. Subsequent arrangements with the United States have enabled up to 20 000
fingerprints per year to be sent for checking. In the event there is a fingerprint match,
agreed biographic information, immigration history and travel information is exchanged
with the country that had the match. Such matches have uncovered identity and
immigration fraud.

10. Currently these checks are largely manual and the process typically takes one to
two days. The Agreement will allow automation of the process, delivering increased,
speed, efficiency and volumes. When fully implemented, this system will allow the Parties
to send in excess of one million fingerprints per year for checking.

11. United States law requires an Executive Agreement to allow automation of this
process. This corresponds to a treaty in Australia.

Obligations

12. The scope of the Agreement is to specify the terms, relationships, responsibilities,
and conditions for the regular sharing of Information between the Parties for the purposes
set out in Article 2B. “Information” is defined in Article 1B as data collected, maintained
or generated on Nationals of a Third Country, and Nationals, including citizens, of the
Parties seeking authorisation to travel to, work in, or live in Australia or the United States.
“Information” also includes other data relevant to the immigration laws of the respective
Parties, such as compliance with visa conditions.

13.  The purpose of the Agreement outlined in Article 2B is to assist in the
administration and enforcement of the respective immigration laws of the Parties by:



(i) using Information in order to enforce or administer the respective immigration laws
of the Parties;

(ii) furthering the prevention, detection, or investigation of acts that would constitute a
crime rendering an individual inadmissible or removable under the laws of the
Party providing the Information; and

(iii) facilitating a Party’s determination of eligibility for a visa, admission, or other
immigration benefit, or of whether there are grounds for removal.

14.  Article 2(C) provides that a Party shall only provide Information about its own
nationals in response to a specific request, where such Information is relevant and
necessary to support an identified immigration decision in the other Party. Article 2(D)
provides that a Party shall only provide Information about a national of the other Party in
response to a specific immigration matter to which the individual is directly tied. In both
cases, Information shall only be provided if the sharing of such Information is compatible
with domestic law and policy.

15. Under Article 2E, no provision in the Agreement shall be interpreted in a manner
that would restrict practices relating to the sharing of information that are already in place
between the two Parties. Article 2F provides that the Agreement does not affect rights,
privileges or benefits that exist independently of the Agreement.

16.  Article 5A provides that the Parties may use and disclose Information to assist in
the effective administration and enforcement of each Party’s respective immigration laws;
to prevent immigration fraud; to identify threats to national or public security related to
immigration or travel systems; and in immigration enforcement actions. Information may
only be used for any other purpose with the prior consent of the Party transmitting that
Information. Article 5B provides that the Parties are obliged to ensure that domestic
authorities which are provided with Information obtained under the Agreement, only use or
disclose that Information in a manner consistent with the Agreement. Under article 5C,
Information can only be disclosed for other purposes with the prior written consent of the
Party supplying the Information.

17.  Article 5C(i)(b)(1) requires that the Party disclosing the Information make best
efforts to ensure that the disclosure: could not cause the Information to become known to
any government, authority or person from which the subject of the Information is seeking
or has been granted protection:

(@) in Australia under domestic laws implementing Australia’s obligations under
the  Convention relating to the Status of Refugees (the “1951 Refugee
Convention”)’; the Protocol relating to the Status of Refugees 1967 (the “1967
Protocol”) ?; the Convention against Torture and Other Cruel, Inhuman or
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Degrading Treatment or Punishment (CAT)®: or the International Covenant on
Civil and Political Rights (ICCPR)*: or

(b) in the United States under domestic laws implementing U.S. obligations under
the 1967 Protocol or the CAT.

18.  Atrticle 5C(i)(b) also provides that disclosure not occur where it is reasonably
foreseeable that the subject of the Information may become eligible for protection, or if the
disclosure may place the subject of the Information, or their family members at risk of
refoulement or any other type of harm under the 1951 Refugees Convention, 1967 Protocol
or the CAT.

19.  Atrticle 5D clarifies that Article 5 shall not be interpreted to preclude the use or
disclosure of Information as required under domestic law.

20.  Article 6A provides that a Party may decline to provide all or part of the
Information requested where that Party determines that to do so would be inconsistent with
its domestic law or detrimental to its national sovereignty, national security, public order,
or other important national interest. Article 6B affirms that the Agreement shall be
implemented consistent with the Parties’ obligations under human rights treaties, including
the ICCPR and the CAT; and any domestic legislation implementing those treaties.

21.  Article 7 deals with access, correction and notation of data. It provides that nothing
in the Agreement interferes with a Party’s domestic law obligations with respect to
requirements to provide data subjects with information about and access to the data or their
right to request rectification of data. This is intended to guarantee fair processing with
respect to data subjects.

22.  Article 8 requires the Parties to have appropriate technical and organisational
measures in place to protect shared Information from accidental or unlawful destruction,
accidental loss, or unauthorised disclosure, alteration, access or any unauthorised form of
processing. The Parties shall use and disclose personal Information fairly and in
accordance with their respective laws. These matters will be further dealt with under
Implementing Arrangements developed by the Parties in accordance with Article 4 of the
Agreement. Any material accidental or unauthorised access, use, disclosure, modification
or disposal of Information must be notified to the other Party within 48 hours after the
receiving Party becomes aware of that event.

23. Article 9 provides for the retention, archiving and disposal of Information in
accordance with applicable domestic law. Data is to be retained only for as long as is
necessary for the specific purpose for which is was provided and as required under
domestic law.

24, Article 11 requires the Parties to consult regularly on the implementation of the
provisions of the Agreement. This includes the requirement to notify the other Party of any
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substantive or material change to its laws that would fundamentally alter its ability to
comply with the Agreement. This notification is to occur within fourteen (14) days.
Article 11 also provides that in the event of a dispute regarding the interpretation of
application of the Agreement, the Parties shall consult each other to seek to resolve the
dispute.

25. Avrticle 12 provides that if the Parties cannot come to a mutually satisfactory
resolution of a dispute through consultation, they should address the dispute through
diplomatic channels.

Implementation

26. The Agreement will not require changes to national laws or regulations. Current
biographic and biometric information exchange under the FCC Protocol is authorised
under the Migration Act 1958 and the Privacy Act 1988. This authorisation is unaffected
by increasing the volume of exchanges through automated, point-to-point checking
between biometric systems.

27. The Agreement will not change existing roles of the Australian Government or the
state and territory governments.

28. It is intended that detailed Implementing Arrangements will be negotiated at the
agency level to establish operational procedures and safeguards in relation to the exchange,
storage and retention of Information, consistent with the obligations set out in Articles 3
and 4 of the Agreement. It is envisaged that these arrangements will be signed by agency
heads and will not be legally binding, but will simply describe the operational
implementation of the binding obligations of the treaty itself.

29. The Agreement as a whole is made within the context of the Parties’ obligations
under the ICCPR and the CAT. Article 6B relevantly provides that the Agreement shall be
implemented consistent with the Parties’ obligations under those treaties and any domestic
legislation implementing those treaties, as applicable. In addition, under Article 3, the
Parties agree that where Information is provided through processes set out in Implementing
Arrangements, it is to be provided consistent with the respective domestic laws of the
Parties. This would include laws relating to the protection of privacy.

Costs

30. The Agreement does not contain any specific financial commitments. Under
Avrticle 10, each Party shall bear the expenses incurred by its authorities in implementing
the Agreement.

31.  Capital funding has been allocated for 2014-15 to continue system design and
development of interoperability between Australia’s biometric system and the biometric
systems of other FCC countries, and to share data under the agreement. This capability is
occurring under the broader biometrics programme being implemented by the Department



of Immigration and Border Protection. Maintenance of the capability will also occur under
the Department’s broader biometrics programme..

32.  Ongoing operation of the capability will be largely automated and those parts
which require manual intervention will be handled under existing resourcing of the
department’s identity resolution area for its wider biometrics programme.

33.  The regulatory impact of the proposed treaty action has been assessed and no
additional regulatory costs have been identified.

Future treaty action

34. Under Article 13, the Parties may amend the Agreement by mutual agreement, in
writing. Any amendment to the Agreement would be subject to Australia’s domestic treaty
process.

Withdrawal or denunciation

35. Article 13 provides that a Party may terminate the Agreement at any time by
giving notice in writing to the other Party. The termination shall be effective 90 days after
the date of the notice.

36.  Termination of the Agreement shall not release the Parties from its obligations
under Articles 5, 7, 8 and 9 in relation to Information exchanged pursuant to the Agreement.
Therefore, termination would not release either party from its obligations concerning the
protection, use, disclosure, access to, correction, notation, retention, archiving and disposal
of Information already exchanged.

Contact details

Biometrics Project Section, Identity Branch

Risk, Fraud and Integrity Division

Department of Immigration and Border Protection
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CONSULTATION

37. During the development and negotiation phases for the proposed Agreement,
consultation was undertaken between the Department of Immigration and Border
Protection, the Attorney General’s Department and the Department of Foreign Affairs.
These consultations were to ensure the proposed Agreement is consistent with Australia’s
domestic laws, including the provisions of the Migration Act 1958 and the Privacy Act
1988, and Australia’s international obligations.

38. The Agreement is not expected to have any impact on state and territory
governments. The Agreement will only allow the exchange of information for the
purposes of determining admissibility and other immigration-related assessments, and for
the determination, administration and enforcement of immigration laws. A written brief on
FCC information sharing arrangements (including the Agreement) was provided to state
and territory governments through the Standing Committee on Treaties in October 2013.
No issues were raised.



