Parliament of Australia

AUSTRALIA &
%\»\% P ///{/éqi‘
w

Parliamentary Library

Information, analysis and advice for the Parliament

Department of Parliamentary Services

RESEARCH NOTE

28 October 2005, no. 14, 2005-06, ISSN 1449-8456

An overview of the effectiveness of
closed circuit television (CCTV) surveillance

Background

During his visit to London in July 2005,
Prime Minister John Howard witnessed
first-hand the UK’s response to the
second of two bomb attacks on London’s
transport system. So impressed was he
with the authorities’ response that he
declared ‘I think of all the things that |
have taken out of the few days that |
have been in London, none has been
more powerful than the huge value of
surveillance cameras’.! In a subsequent
interview, Mr Howard offered a more
qualified assessment of CCTV when he
said that surveillance cameras are ‘a real
plus in catching people’ and that ‘in
certain circumstances’ they can ‘act as a
deterrent’.?

As part of a raft of proposed new
counter-terrorism measures, the Prime
Minister announced on 8 September
2005 that the Government planned to
develop a National Code of Practice for
CCTV Systems.® A special meeting of
the Council of Australian Governments
(COAG) was convened on 27 September
2005 to consider Australia’s national
counter-terrorism arrangements in light
of the new proposals. It was agreed at
the meeting that all governments would
conduct a review of ‘the functionality,
location, coverage and operability of
mass passenger transport sector CCTV
systems’ as an initial step towards
applying CCTV in support of counter-
terrorism arrangements.”

The meeting also resolved to establish a
COAG working group to develop a draft
Code of Practice for CCTV Systems by
February 2006 which will determine ‘a
policy framework, objectives, protocols
and minimum requirements for the use
of CCTV systems to enhance counter-
terrorism arrangements...”.

Introduction

The effectiveness of CCTV surveillance
in preventing crime and anti-social
behaviour is still hotly-debated, and
formal evaluations of its use in Australia

have always been scarce. According to a
November 2003 study of CCTV in
Australia, published by the Australian
Institute of Criminology (AIC), there
were only two evaluations of open-street
CCTV in Australia publicly available at
the time.® The paper notes that ‘in both
cases insufficient pre-installation data
was available to assess the impact of
CCTV on offending’.” The difficulty of
reliably assessing the impact of CCTV
on crime rates is widely acknowledged,
and the AIC paper suggested there is
scope for more extensive Australian
research into the effectiveness of CCTV.

Whilst most agree that the use of CCTV
in public spaces has had some impact on
the incidence of street crime, it is not as
big an effect as many had expected.
Although CCTV continues to be
installed as a general deterrent and
means of crime prevention, a variety of
research has indicated that CCTV is
perhaps more valuable as a source of
evidence. The remarkable efficiency
with which CCTV footage was used in
the investigation of the London
bombings in July 2005 would seem to
underscore this point.

Although CCTYV systems have primarily
been an initiative of local government,
State governments have increasingly
implemented CCTV systems in the
central business districts of capital cities.
The involvement of governments at this
level has also seen the expansion of
CCTV to public transport, taxis, public
spaces and open areas of public
buildings. The 2003 AIC study reports
that as at October 2002, Sydney had 48
open-space cameras, Brishane 44, Perth
105, Melbourne 23, Hobart 7, Adelaide
33 and Canberra 15. Some regional and
rural areas also have a similar number of
cameras operating. With interest in
CCTV showing little sign of waning
three years later, the number of cameras

in operation has probably now increased.

Deterrent effect of CCTV

The effectiveness of any tool or practice
intended as a deterrent is generally
limited by the extent to which people
believe that it represents an increased
risk of detection and apprehension and
the extent to which they care about the
consequences of being caught.

CCTV is often assumed to be a
powerful deterrent, but the results of
most research into the impact of CCTV
on crime prevention remain ambiguous.
For example, a landmark 2002 study for
the UK Home Office which examined
22 evaluations of CCTV use in city
centres/public housing, public transport,
and car parks in the UK and North
America, reported that eleven of the
evaluations found a decrease in crime,
five found an increase in crime, five
found no effect at all, and one found that
there was unclear evidence of an effect.’
The study also found that CCTV had no
impact on violent crimes, but a rather
more significant desirable effect on
vehicle crime. The results of a similar
study by the UK Home Office in 2005
were no less ambiguous.®

The overall reduction in crime attributed
to CCTV was reported in the 2002 study
to be a ‘negligible’ two per cent for the
city centre/public housing environment,
a ‘non-significant’ six per cent in public
transport settings, and a “statistically
significant’ reduction of about 41 per
cent in car parks.** However, it was
noted that other intervention measures
(such as warning signs and good
lighting) were also in operation in the
public transport and car park settings,
making it difficult to conclude with any
certainty that the reduction in crime was
wholly due to CCTV. This does not
compare very favourably with the
results of another study for the UK
Home Office by the same authors which
found that simply improving street
lighting resulted in a 20 per cent overall
reduction in recorded crime.*?
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A study conducted for the Crime
Prevention Division of the NSW
Attorney-General’s Department in 2001
noted that the academic research
literature suggests CCTV does not work
as a crime prevention tool. ™
Furthermore, there are indications too of
a displacement effect, whereby a
decrease in the incidence of crime in
areas covered by CCTV is associated
with an increase in crime in areas with
no cameras. There is, perhaps, also a
related risk that any initial deterrent
effect that might be observed
immediately after CCTV cameras are
first introduced to an area, will wear off
over time if the CCTV system is not
perceived by the community to be
achieving results.

CCTV systems may themselves also be
a target of vandalism or may be used to
challenge or taunt police, unnecessarily
tying up limited police resources. A
recent example involved a motorcyclist
who, for no clear reason, regularly rode
his bike at speeds of over 200 km/h
through the Sydney Harbour Tunnel
with the registration plate obscured.*

It is clear that the presence of CCTV
cameras does not always prevent
incidents from occurring. Indeed, in
expressing his doubts that more
surveillance cameras would help protect
Australia from terrorism, Chief Minister
of the ACT, Jon Stanhope, said in
relation to the July 2005 London
bombings that ‘Surveillance cameras, as
seen in London, help after the terrorists
have struck but the surveillance cameras

in London did not stop the bombings’.*®

Others too have been keen to emphasise
this point. Despite the 5500 CCTV
cameras in trains, stations and busways
in South East Queensland, the state’s
Minister for Transport and Main Roads,
Paul Lucas, warned at the launch of a
new public transport security awareness
campaign in August 2005 that, ‘what
must be understood, however, is that
CCTV cameras don’t provide prior
warnings of an attack’.*®

Perceptions of public safety

Nevertheless, the presence of CCTV and
its assumed deterrent effect has been
found to contribute to a greater sense of
safety amongst the community. CCTV
appears to provide people with a degree
of reassurance—if an area is being
monitored by CCTV, then the area is
perceived to be somewhat safer.

An evaluation of Sydney’s ‘Safe City’
strategy in 2001 found that 85 per cent
of people who were aware of the
presence of CCTV cameras reported that
the cameras made them feel safer.'” In
the western Sydney suburb of Fairfield
where CCTV was introduced primarily
to address drug-dealing, 61 per cent of
those surveyed in a 2001 study reported
feeling safer with the cameras
operating.’® Perhaps this helps explain
the finding of a July 2005 poll,
conducted after the London bombings,
that some 87 per cent of respondents
supported the use of more security
cameras in public places.®

On the other hand, similar research
conducted in 1998 in Melbourne found
that the presence of CCTV cameras did
not significantly impact on public
perceptions of safety.”® Police and local
government bodies have also reported
that CCTV tends to unrealistically
heighten the public’s expectation of
police response times due to the belief
that police are constantly monitoring the
CCTV coverage.* Unlike police in
Perth, for example, who are reported to
monitor live CCTV feeds, police in
Sydney, Melbourne and Canberra
apparently do not (although they
generally have access to live real-time
imagery if necessary).?

Evidentiary value of CCTV

However, CCTV appears to have had a
largely positive impact on the
investigation of crime. With the scope
and nature of CCTV surveillance
continually expanding, footage from
sources as diverse as traffic cameras,
Automatic Teller Machines, shopping
malls, transport hubs, and carparks is
increasingly being used as evidence and
to assist investigations, particularly to
track the last known movements of
murder and abduction victims.

Notable examples include the 1993
Bulger case in the UK in which CCTV
cameras in a shopping mall recorded the
abduction of a small boy who was later
found murdered; the 1997 Whelan case
in Sydney in which CCTV footage
recorded some of the last known
movements of Kerry Whelan before she
disappeared; Sydney street CCTV
footage from New Year’s Eve 2004
which recorded a man climbing into a
wheelie bin when it had been assumed
that his body had been dumped there;
and Sydney railway station CCTV
footage of murder victim Lyndsay van

Blanken recorded the day she
disappeared in 2003.

Police have reported improved clear-up
rates, a reduction in the number of ‘not
guilty’ pleas and a higher chance of
obtaining a conviction in cases where
CCTV formed part of the evidence.?
Furthermore, police also believe that the
availability of CCTV coverage has the
potential to contribute to a reduction in
the number of complaints against
officers, and to facilitate management of
available resources by better
coordinating activities.?*

Faced with limited resources, however,
there is perhaps a risk that police might
come to rely on CCTV as a means of
policing some parts of the community
remotely. This is in fact the stated
rationale of the waterfront network of
over 220 cameras operated by the
Australian Customs Service, which the
Department of Transport and Regional
Services says ‘enables Customs to
monitor port activity 24 hours a day
without the need to maintain a physical
presence around the clock’.?* However,
in a policing context, this could
potentially exacerbate the social
distance between police and the
communities they serve, a situation
which has previously been identified as
one of four major deficits in Australian
policing.?

Besides, reliance on technology is
potentially fraught with problems.
Anecdotal reports suggest that although
CCTV has been found to have
significant evidentiary value, its
usefulness is largely determined by the
quality of the equipment, the skill of the
operator or monitor, the period for
which routine surveillance tapes are
retained, lighting or weather conditions,
the vulnerability of the equipment to
sabotage or vandalism, and the extent to
which it is properly maintained.

Examples abound of equipment
malfunctions and a failure to properly
maintain or repair equipment. Indeed,
despite the successful use of CCTV
footage in the investigation of the 7 July
2005 London bombings, it was reported
that the CCTV camera in the bus that
was bombed had not worked since the
month before the attacks.”” Police
investigating a hit-and-run accident in
the ACT in July/August 2005 were
denied potentially valuable CCTV
footage from three cameras at the
intersection where the incident occurred
because the footage had not been




recorded due to ‘a technical fault’.®

Furthermore, the recently released
national Airport Security and Policing
Review (the ‘Wheeler Report’) noted, in
referring to CCTV, that:

...it appears that all too frequently the
effectiveness of this tool is
underplayed, even undermined, at
airports...Some cameras do not work,
and have gone unrepaired for some
time. Manning of monitoring screens
can be hit-or-miss. Operating skills
are not always high. No regulated
standards exist for how and how long
CCTV footage is to be retained.?®

Various reviews of CCTV use have
revealed that guidelines and inventories
relating to the operation of existing
CCTV systems either do not exist or are
not always followed.® Presumably, the
proposed National Code of Practice for
CCTV Systems will address these types
of issues.

Cost

As the Australian Institute of
Criminology noted in 2004, ‘CCTV
systems can be expensive to install,
maintain and operate’.** Cost depends
on a number of factors, but monitoring
has clearly been shown to be the most
significant expense. A review of
Fairfield’s CCTV system is reported to
have revealed that the expense of
employing staff to monitor the system
accounted for 70 per cent of overall
ongoing costs.* The table below
outlines the annual operating costs of
selected CCTV systems as at 2003:

Location Annual Cost
Ipswich $444 000
Sydney $900 000
Fairfield $340 000
Melbourne $400 000
Adelaide $310 000
Toowoomba $ 85000
Brisbane $270 000

(Source: D. Wilson and A. Sutton,
‘Open-Street CCTV in Australia’,
Trends & Issues, No. 271, Australian
Institute of Criminology, November
2003)

In a paper to an August 2003 conference,
the NSW Police Service highlighted the
following hidden costs associated with
CCTV systems:

« lighting upgrades

» removal of obstructions

e signage

« vandal resistance

¢ auditing and evaluation of the
system

 training of staff
« ongoing maintenance.*

Given the initial outlay required to
establish an efficient CCTV network
and the potential for ongoing costs
associated with its use and upkeep, it
will possibly be the view of some
State/Territory jurisdictions, particularly
the smaller ones, that more research
needs to be done on the effectiveness of
CCTV before such expenditure can be
justified. Indeed, in a 2001 survey of
150 local councils in NSW, the most
common reason for not using CCTV
was that it is too expensive.**

In what at first seemed like a cautious
approach to the use of CCTV, the ACT
Chief Minister, Jon Stanhope, was
reported in July 2005 saying that he
would prefer to invest in increasing
police numbers in the ACT rather than
installing more surveillance cameras
across the city.® This sits well with the
recognition that although simple
increases in police numbers do not
automatically result in reduced crime
rates, maintaining a police presence in
the community through planned beat
policing has been shown to be highly
effective in reducing reported crime.*

However, a week after Mr Stanhope’s
comments were reported and on the
same day as a bomb scare at a major
Canberra transport hub, Mr Stanhope
called for urgent advice on ‘the
locations where CCTV cameras must be
usefully installed in the ACT to enhance
the personal security of all
Canberrans’.>" Perhaps this reflects the
strength of the political attraction of
CCTV and suggests that assumptions
about its effectiveness are such that
traditional concerns, such as cost, have
become a secondary consideration,
particularly in times of crisis.

Furthermore, some crimes might not be
sensitive to CCTV surveillance or the
extent of a particular crime problem
might not be as great as is popularly
believed. Without a proper analysis of
the problem, there is a risk that the cost
of installing and operating a CCTV
system might end up outweighing
whatever benefits it is supposed to
deliver.

There is, perhaps, still more value to be
gained from a government’s crime
prevention dollar when it is spent on
traditional policing—that is, human
rather than technological resources.
Although the cost of providing and

maintaining effective levels of beat
policing might also be prohibitive, it
would be interesting to know how its
cost compares to that of CCTV in terms
of its ability to achieve the same or
better reductions in crime and the same
or better perceptions of public safety.

Conclusion

Conclusions about the effectiveness of
CCTV are aptly summarised in a 1999
evaluation of open-street CCTV in
Glasgow:

Open-street CCTV can work in
limited ways, but is not a universal
panacea. It works in different ways in
different situations. ..

Available research appears to
consistently indicate that CCTV
surveillance works best as part of a
package of crime prevention measures,
rather than being relied upon in
isolation. As the Australian Institute of
Criminology boldly notes, ‘CCTV will
not work by itself’.* Research also
suggests that CCTV may be of more
value as a source of evidence than as a
deterrent, and most effective against
property crime. Whatever its intended
use, it is clear that careful consideration
needs to be given to the way in which
CCTV is applied in order to maximise
whatever benefits it does offer.

Although CCTV is undoubtedly a
valuable tool in the prevention and
investigation of crime, the inconsistent
and ambiguous nature of its
effectiveness would seem to suggest that
the right balance of environmental
factors, education, administration,
resourcing and equipment is yet to be
determined and achieved.

The development of policies governing
the application of CCTV surveillance
must therefore be grounded in solid
empirical research. Authorities
considering using CCTV should be
careful to avoid falling into the trap of
basing their decision on persuasive
anecdotal evidence and flawed
assumptions about its effectiveness.
Authorities need to be clear about what
it is they hope to achieve through the
use of CCTV surveillance and
determine how that will be achieved,
before simply assuming there is a need
for it. Just how useful traditional CCTV
surveillance will be in countering
terrorism in the long term is unclear
when the effectiveness of CCTV in
combating a range of other crimes
remains largely inconclusive.
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