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8.77

8.78

8.79

adequate e-security prompts and secure settings a breach of the Trade
Practices Act 1974 (Cth)?

Under the Trade Practices Act 1974 (Cth), consumers are entitled to
products that are ,fit for purpose" and ,free of defects". These entitlements
are statutory conditions that are implied into consumer contracts. In
essence, this means that goods must match the description given; be fit for
the purpose for which they have been sold; and be of ,merchantable
quality".”

A product, such as a router, which is ,fit for purpose" at the point of sale is
arguably no longer fit for purpose” if the way in which it is set up actually
makes the computer system more vulnerable to attack. Some might regard
the ability to connect a router to a computer system and the Internet
without adequate security setting as an inherent defect in the design of the
product.

The current legal regime does not oblige manufacturers to take any
responsibility for designing security into the product.’It is not a statutory
condition implied into a contract of sale, and nor is it addressed by any
industry specific regulation or industry code of practice. As Mr Nigel
Ridgway, ACCC, explained:

We do look at these issues on a case by case basis but, in the
hypothetical, something that functions quite well or quite
appropriately, absent that malicious attack by a third party, is not,
I would think, going to fall foul of the warranty provisions.’

Committee View

8.80

It seems likely that the vast majority of end users, whether they are home
users, or small or medium sized businesses, lack the knowledge to make
an informed choice about appropriate security setting for their operating
system, the additional hardware devices or the software applications used
on it. This appears to be a widespread and well known problem that
neither governments nor industry can ignore, because of the financial and
social impacts of cyber crime.

73 The latter means the goods should be free from defects not obvious at the time of purchase
and be of reasonable quality and performance taking into account the price and description at
the time of purchase.

74  Mr Nigel Ridgway, ACCC, Transcript of Evidence, 18 November 2009, p.15.

75 Mr Nigel Ridgway, ACCC, Transcript of Evidence, 18 November 2009, p.15.
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8.81  The Committee believes that IT vendors can do more to prompt and guide
consumers to adopt better security without locking consumers into
completely secure systems that will prevent interoperability. The industry
should be encouraged to take account of the reality that most consumers
are not IT literate and are unlikely to understand all the implications of
poor security settings.

IRecommendation 27

That the manufacturers of IT products adopt a best practice approach that
ensures products are designed to prompt and guide end users to adopt
more secure settings.

That the Australian Government monitor industry practice in this regard,
and promote international standards that put a higher priority on security
through product design.
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Privacy Measures to Combat Cyber Crime

Introduction

9.1 Vast amounts of personal information are increasingly being transmitted
over the Internet and stored on digital devices. Contributors to the inquiry
argued that this growing amount of digitised personal information places
end users at a higher risk of identity theft and fraud, and argued that
ensuring the privacy of end users’ personal information is central to the
prevention of cyber crime.!

9.2 The Office of the Victorian Privacy Commissioner (OVPC) submitted:

The protection of information privacy, and reduction of e-security
risks, are closely related concepts. Cyber crimes necessarily
involve an invasion of an individual’s privacy, through access or

fraudulent use of personal information.?

9.3 This section briefly describes the legislative framework for privacy
protection in Australia, and examines five key areas to further protect the
personal information of Australian end users:

m issues relating to the Privacy Act 1988 (Cth)(the Privacy Act);

m consistency between Commonwealth, State and Territory privacy
regulation;

» industry codes of practice;

1  See for example: Australian Merchant Payments Forum, Submission 17, p.1; Internet Industry
Association, Submission 54, p.4; Internet Society of Australia, Submission 45, p.5.

2 OVPC, Submission 33, p.2.
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» international regulation and cooperation; and

m privacy audits.

Overview of Australian privacy protection legislation

94

9.5

9.6

9.7

The Privacy Act regulates the protection and use of personal information,
including financial details and identity information. This is primarily
achieved through two sets of privacy provisions: the Information Privacy
Principles, which regulate Australian and Australian Capital Territory
Government ‘agencies’; and the National Privacy Principles, which
regulate all private sector ‘organisations” with an annual turnover of over
$3 million. The Privacy Act establishes the Office of the Privacy
Commissioner (OPC), an independent statutory body, to promote and
protect privacy in Australia.?

The Privacy Act permits organisations to develop and enforce their own
privacy codes that, once approved by the OPC, replace the National
Privacy Principles for those organisations bound by the code. Codes must
have a body established to oversee the operation of the code, and to
receive complaints.*

The OPC has further responsibilities under: the Data-matching Program
(Assistance and Tax) Act 1990 (Cth), in regulating government data-
matching programs; the National Health Act 1953 (Cth), in regulating the
handling of health information collected under the Medicare and
Pharmaceutical Benefits Scheme; the Crimes Act 1914 (Cth), in regulating
information on past convictions; and the Telecommunications Act 1997
(Cth).5

The OPC’s role in relation to the Telecommunications Act is of particular
relevance to cyber crime, as it deals with the use and disclosure of certain
information by telecommunications service providers. These regulations
apply to the contents of a communication being transmitted by a carriage
service, and information incidental to the delivery of a carriage service,
such as Internet Protocol addresses, unlisted telephone numbers or any

OPC, Submission 3, pp.3-7.

ALRC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
pp-263-264.

ALRGC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
p.267.
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9.8

9.9

9.10

9.11

address.® It is unclear whether such information would be considered
personal information under the Privacy Act.”

It should be noted that the privacy provisions of the Telecommunications
Act do not extend to information that may be collected by a
telecommunications provider for purposes unrelated to the provision of a
carriage service (such as a customer list purchased for marketing
purposes). In such cases, the Privacy Act still plays a central role in
protecting information held by telecommunications providers.® The
Committee did not receive evidence on the adequacy of the privacy
provisions of the Telecommunications Act, however the issue is discussed
extensively in Chapter 71 of the ALRC’s review.?

At the State and Territory level, most jurisdictions have additional
legislation to regulate their respective public sector organisations, and to
establish independent regulators. The exceptions are South Australia and
Western Australia, who maintain administrative schemes to protect
privacy, but do not currently have specific legislation or an independent
regulator.10

In May 2008 the Australian Law Reform Commission (ALRC) completed a
review of the Privacy Act. The ALRC’s report, For Your Information:
Australian Privacy Law and Practice, made 295 recommendations on a broad
range of topics relating to the Privacy Act and the privacy legislative
framework more broadly, including issues relating to the protection of
privacy online.!

The Government is responding to the review in two stages. The first stage
dealt with 197 of the recommendations and was released on 14 October
2009. The Government proposes to release draft legislation implementing
the first stage response during 2010, and to consider the remaining 88
recommendations once the first stage of reforms has been progressed.?

6  ALRC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
pp.2381-2382.

7 ALRC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
p.2382.

8  ALRC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
p.2382.

9  See: ALRC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May
2008, pp.2377-2412.

10 OVPC, Submission 33, p.3.

11 ALRC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
pp-110-129.

12 Department of the Prime Minister and Cabinet, ALRC Privacy Report, DPMC, 19 March 2010,
viewed 12 April 2010, <http:/ /www.dpmc.gov.au/ privacy/alrc.cfm>.
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The Privacy Act 1988

912  Submitters to the inquiry endorsed a number of the ALRC’s

recommendations as measures that would assist in combating cyber crime.
These are:

» the removal of certain exemptions that currently apply to the Privacy
Act;

» mandated reporting of data breaches experienced by organisations; and

= measures to prevent the over collection of personal information.!3

913  The OVPC noted two significant exemptions in the regulation of privacy

in the private sector. First, private sector employee records are specifically
excluded from the Privacy Act.** The OVPC argue that employee records
often contain detailed personal information which, without mandated
protection, may be vulnerable to being compromised.?® Second, ‘small
businesses” with an annual turnover of less than $3 million are exempt
from the Privacy Act. The OVPC note that these businesses may obtain
vast amounts of personal information in the course of their activities, but
are under no obligation to take precautions to protect this information.'6
The ALRC also cited small ISPs as examples of organisations that handle
large amounts of personal information but are currently exempt,’
(although small ISPs do have limited privacy obligations under the
Telecommunications Act).

914  The ALRC ‘s 2008 review acknowledged both exemptions as limitations

on privacy protection, and concluded that the exemptions were
unjustified. The ALRC recommended that the exemptions be removed
from the Privacy Act.’® The Government is considering these
recommendations in the second stage of its response to the ALRC’s
review.!® The OVPC argued that the removal of the exemptions would
assist in protecting from cyber crime:

13

14
15
16
17

18

19

OVPC, Submission 33, pp.4-8; OPC, Submission 3, p.8; Symantec Corporation, Submission 32.1,
p-3; Australian Communications Consumer Action Network, Submission 57, p.72.

Employee records are protected by law in some States, such as Victoria.

OVPC, Submission 33, p.4.

OVPC, Submission 33, p.4.

ALRC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
p-1356.

ALRC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
pp-1392-1398, 1355-1356.

Department of the Prime Minister and Cabinet, ALRC Privacy Report, DPMC, 19 March 2010,
viewed 12 April 2010, <http:/ /www.dpmc.gov.au/privacy/alrc.cfm>.
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Enhancement and expansion of existing privacy laws, to close
exemptions and to ensure more organisations are covered, will go
a long way to reduce potential data loss or privacy breaches. This
in turn will reduce the potential for identity fraud or theft to be
committed.?

9.15 The reporting of data breaches, or lack thereof, was also raised as a

privacy issue. Symantec submitted that large amounts of personal
information retained by private businesses continue to be compromised
by data breaches, and that such compromises lead to a high risk of identity
crime and fraud.?! Currently, companies are not required to report to a
regulator, or to notify individuals, when personal information retained on
their system has been compromised by a data breach.?? Companies may
voluntarily report such breaches to a privacy commissioner, or directly to
individual victims (the OPC has developed a guide to this effect)?,
however witnesses argued that many organisations continue to have a
strong incentive to protect their reputation by not reporting breaches.?
Both the OPC and OVPC argued that notifying individuals that their
details have been compromised may permit individuals to take actions to
mitigate the resulting risk of identity theft and fraud.?

916  The ALRC’s 2008 review recommended that the Privacy Act should be

amended to require an agency or organisation to notify the OPC, and
affected individuals, when certain personal information is reasonably
believed to have been compromised.? The Government is considering this
recommendation in the second stage of its response to the ALRC’s
review.?’

20
21
22
23
24

25
26

27

OVPC, Submission 33, p.4.

Symantec Corporation, Submission 32.1, p.3.

Fujitsu Australia Ltd, Submission 13, p.7.

OPC, Guide to handling personal information security breaches, OPC, August 2008.

Dr Anthony Bendall, OVPC, Transcript of Evidence, 8 October 2009, p.41; Ms Alana Maurushat,
Cyberspace Law and Policy Centre, Transcript of Evidence, 8 October 2009, p.33; Mr Michael
Sinkowitsch, Fujitsu Australia Ltd, Transcript of Evidence, 11 September 2009, p.5.

OPC, Submission 3, p.12; OVPC, Submission 33, p.8.

ALRGC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
p.1696.

Department of the Prime Minister and Cabinet, ALRC Privacy Report, DPMC, 19 March 2010,
viewed 12 April 2010, <http:/ /www.dpmc.gov.au/ privacy/alrc.cfm>.
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9.17

9.18

9.19

9.20

A range of submitters endorsed this recommendation as a measure that
would mitigate the risks of online fraud.?® RSA further argued that such a
requirement would provide certainty to businesses:

In addition to alerting consumers to potential loss, such legislation
would also provide businesses with a degree of certainty around
their responsibilities and the protection of consumer data.
Businesses are increasingly vulnerable to potentially serious
economic, legal and social repercussions simply because they
don’t know what is required of them with regard to data breach
notification. RSA is asking the Government to provide legislation
that provides businesses with greater clarity into their
responsibilities, while at the same time protecting the private

information of individuals.?®

Symantec, whilst supporting mandatory breach notification, cautioned
that “a balanced risk-based approach must be adopted to ensure that
organizations and individuals do not find the framework overly
burdensome’.30

The Committee heard that the overcollection of data further increases the
risks of identity theft and fraud. The OVPC argued that there is an
increasing trend for organisations to request personal information during
a transaction for purposes unrelated to the transaction, such as marketing
and advertising. For example, the OVPC cited the wide use of ‘mandatory
fields” in electronic forms, where users must submit specific (and
sometimes unnecessary) personal information in order to access an online
service. The OVPC stated that, as a result of overcollection, personal
information held by organisations continues to become more
comprehensive, and increases the risk of identity crime following a data
breach. The OVPC advocated reducing the amount of information
collected by organisations.3!

The Privacy Act already provides that large organisations may only collect
information that is necessary for one or more of its functions.? Similar
regulations are provided by some State jurisdictions.® The ALRC's review

28 OPC, Submission 3, p.12; OVPC, Submission 33, p.8; Symantec Corporation, Submission 32.1, p.3;
Australian Communications Consumer Action Network, Submission 57, p.72.

29 RSA, Submission 28, p.4.
30 Symantec Corporation, Submission 32, p.11.
31 OVPC, Submission 33, pp.5-6.

32 ALRC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
p.710.

33 OVPC, Submission 33, pp.4-7.
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recommended that public and private organisations alike should be
required to only collect information if necessary.3 The Government
accepted this recommendation in the first stage of its response to the
review.%® Dr Bendall, OVPC, supported this move and argued that such
provisions could be given further efficacy by removing the exemptions
relating to private sector employee records and small businesses
mentioned above.%

921  The OVPC also argued that providing individuals with the option to

remain anonymous in online transactions would further reduce
overcollection.’” The Privacy Act currently provides a limited right to
anonymity in some transactions with large private organisations, but not
with government agencies. 3 Legislation exists in some States to extend
similar provisions to State government agencies.?® The ALRC
recommended that such regulation be expanded to all private
organisations and public agencies so that individuals would have the
option to interact anonymously, where lawful and practicable.4

9.22  The OVPC supported the proposal for anonymity provisions, and argued

that such measures would ensure that ‘less information is available to
would-be cyber criminals in the event of a data breach’.! The ALRC’s
proposal for an anonymity principal has since been endorsed by the
Government.#

34

35

36
37
38

39
40

41
42

ALRGC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
p.732.

Australian Government, First Stage Response to the Australian Law Reform Commission Report
108, Australian Government, October 2009, p.39.

Dr Anthony Bendall, OVPC, Transcript of Evidence, 8 October 2009, p.40.
OVPC, Submission 33, pp.4-5.

ALRGC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
p.706.

OVPC, Submission 33, pp.4-5.

ALRGC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
p.706.

OVPC, Submission 33, p.5.

Australian Government, First Stage Response to the Australian Law Reform Commission Report
108, Australian Government, October 2009, p.40.
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Consistency among Commonwealth, State and Territory
jurisdictions

9.23

9.24

Both the OPC and the OVPC argued that the current lack of consistency in
privacy legislation among different jurisdictions in Australia represents a
gap in privacy regulation and impedes the protection of personal
information. Dr Bendall, OVPC, told the Committee:

South Australia and Western Australia do not have any state
based privacy legislation and they do not have an independent
regulator. That is often an issue for us when Victorian information
is being sent to those jurisdictions. There is a principle in our
legislation that Victoria is meant to assure itself that the
information is going to be as secure as it would be in Victoria. That
is a bit difficult to do that there because there is no law, so it
usually has to be done under memorandums of understanding or

some other mechanism.®

The ALRC’s 2008 review of the Privacy Act made recommendations to the
effect that Commonwealth, State and Territory governments should agree
to form an intergovernmental cooperative scheme to enact consistent
legislation in each State and Territory for the handling of personal
information.* The Government has not currently responded to these
specific recommendations.*> The OPC endorsed the proposal and argued
that such a move would ‘enhance e-security for information flowing
across State and Territory boundaries’.*®

Industry codes of practice

9.25

As mentioned above, the Privacy Act permits organisations to develop and
enforce their own privacy codes that replace the National Privacy
Principles.#” Such codes are not widespread, and no such codes currently

43 Dr Anthony Bendall, OVPC, Transcript of Evidence, 8 October 2009, pp.39-40.

44 ALRC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
pp.219, 224-225.

45 Department of the Prime Minister and Cabinet, ALRC Privacy Report, DPMC, 19 March 2010,
viewed 12 April 2010, <http:/ /www.dpmc.gov.au/ privacy/alrc.cfm>.

46 OPC, Submission 3, pp.9-10.

47 ALRC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
pp-263-264.
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exist in the telecommunications or information and technology sectors.*
While larger organisations in these sectors (many of which have detailed
privacy policies*) are currently regulated under the National Privacy
Principles, many smaller businesses that hold large amounts of
information, such as small ISPs, are currently exempt from regulation.5

9.26  While such gaps in regulation would effectively be bridged by the

removal of certain exemptions in the Privacy Act, the option also exists for
organisations to adopt their own privacy codes to ensure the security of
personal information.

9.27  In March 2003, the Internet Industry Association submitted a draft privacy

code to the OPC for approval.? According to the draft version, the code
would apply to IIA members, including small ISPs, who choose to adhere
to the code.% The code is still currently being considered by the OPC.53

International cooperation

9.28  Given that digital personal information is increasingly collected or

transferred across international boundaries, the OPC submitted that
international cooperation on privacy and data protection is integral to
mitigating e-security risks.%

9.29  Currently, the provisions of the Privacy Act and associated industry codes

extend to foreign private organisations handling the personal information
of Australian citizens. However, no specific provision exists in the Privacy
Act to overseas government agencies.® The ALRC’s review recommended
that the Privacy Act should be amended to clarify that its provisions also

48

49

50

51
52
53
54
55

ALRGC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
p.264.

See for example: Yahoo! Group Australia & New Zealand, Submission 18, p.2; PayPal,
Submission 60, pp.8-9.

ALRC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
p-1356.

IIA, Privacy Code Draft, 11A, 2010, viewed 13 April 2010, <http:/ /www.iia.net.au>.

A, Internet Industry Privacy Code of Practice Consultation Draft 1.0, IIA, pp.3-4.

OPC, Privacy Codes Register, OPC, 2010, viewed 13 April 2010, <http://www.privacy.gov.au>.
OPC, Submission 3, p.10.

ALRGC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
pp-1081-1082.
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9.30

9.31

9.32

apply to agencies outside Australia.’ The Government has accepted this
recommendation. 5’

In addition to these legislative measures, the OPC participates in a number
of international forums by which information protection regulators and
authorities form partnerships, exchange ideas and pass resolutions on
cross-border data protection measures, and privacy issues more generally.
These include:

» the Asia Pacific Privacy Authorities forum;

» the annual International Conference of Privacy and Data Protection
Authorities;

m the Electronic Commerce Steering Group of the Asia Pacific Economic
Community; and

» the Organisation for Economic Cooperation and Development Working
Party on Information Security and Privacy.%

Dr Bendall, OVPC, raised concerns that large overseas organisations that
retain large amounts of personal information, particularly social
networking sites, represent a particular risk to privacy and must be dealt
with cooperatively by regulators from different jurisdictions:

I think [information posted on, and handled by, social networking
sites] is a problem for privacy regulators and privacy law, and we
are yet to come up with a way of effectively regulating it. It
certainly has to be increasingly international. The difficulty is that
it is not in one jurisdiction. Often you will be giving your
information to a company that is somewhere else. ... those
organisations often will claim they can do whatever they like with
the information and keep it forever. Even if you cease your
Facebook or Youtube site they will still hold the information, so

part of it is a conversation with regulators.%®

While this discussion may relate to privacy concerns more broadly in
relation to social networking, it illustrates the current lack of protection for
certain information that is transferred and held overseas. This lack of
protection would appear to heighten the risk of identity crime.

56 ALRC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
pp-1104.

57 Australian Government, First Stage Response to the Australian Law Reform Commission Report
108, Australian Government, October 2009, p.77.

58 OPC, Submission 3, pp.10-11.
59 Dr Anthony Bendall, OVPC, Transcript of Evidence, 8 October 2009, p.45.
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Privacy audits

9.33

9.34

9.35

9.36

The Privacy Act requires agencies and organisation to take reasonable
steps to protect information from unauthorised access, use, modification
and disclosure. These steps may include technical measures and
organisational processes.® Technical measures to protect personal
information are examined in Chapter 11.

Such measures will be particularly pertinent as governments continue to
expand the number of services delivered via the Internet, and increasingly
exchange and store personal information in digitised form. For example,
$467 million of funding was recently announced to form a national e-
Health records system.5! Similarly, the Government 2.0 Taskforce has made
a number of recommendations encouraging agencies to increase their
online engagement with the public.6? The Committee heard that this
growing amount of digitised information, coupled with increased internet
speeds, will increase the risks of identity theft and fraud.6?

The OVPC suggests that government agencies and private organisations
should undertake regular privacy audits to identify breaches of privacy,
and risks of such breaches, and to ensure that information is protected at
all stages of the information cycle, from collection through to disposal.

Currently, the OPC encourages, but does not require, government
agencies to undertake ‘privacy impact assessments” (PIAs) when enacting
a new law or starting a new project. Such assessments seek to identify and
remedy risks to privacy and personal information during the planning
and development stage of such activities. The OPC has not specifically
encouraged the use of PIAs by private organisations. The ALRC’s review
recommended that the OPC should be empowered to direct agencies to
provide PIAs on new projects. The ALRC also recommended that the OPC
publish guidance on PIAs for organisations and that, in five years, a
review should determine if the OPCs directive power should be extended

60 OPC, Submission 3, p.6.

61 The Hon Nicola Roxon, Personally Controlled Health Records for all Australians, media release,
Parliament House, 11 May 2010, viewed 12 May 2010.

62 Government 2.0 Taskforce, Engage: Getting on with Government 2.0, Australian Government,
December 2009, pp.xvii-xviii.

63 AusCERT, Submission 30, p.9; Lockstep, Submission 36, p.10; ATO, Submission 59, p.4; Mr
Michael Cranston, ATO, Transcript of Evidence, 16 September 2009, p.2.

64 OVPC, Submission 33, pp.7-8.
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to also cover organisations.% The Government has accepted these
recommendations. 56

9.37  Dr Bendall noted that, while PIAs identify initial risks at the beginning of

a project, they do not identify risks that emerge after this initial period, nor
do they cover existing projects.5” Dr Bendall stated that the OVPC would
like businesses to be encouraged to conduct their own comprehensive
regular privacy audits.

Committee View

9.38

9.39

9.40

941

The Committee agrees that privacy protections are integral to mitigating
the risks of cyber crime. Where personal information is well protected, the
scope for identity theft and fraud is reduced.

The Committee concurs with the recommendations of the ALRC’s review
relating to preventing over collection. Specifically, requiring agencies and
organisations to only collect necessary information would mitigate the
effects of data breaches. Similarly, permitting individuals to remain
anonymous where lawful and practicable would reduce the amount of
information compromised in a data breach. The Committee commends the
Government on its acceptance of these recommendations.

Identity crime risks would be further reduced by ensuring that private
sector employee records are sufficiently protected from unauthorised
access and disclosure. The removal of the small business exemption would
extend protections to a wide range of personal information held by small
business. In the case of small ISPs that offer additional services, the
removal of the small business exemption would ensure that information
that falls outside of the privacy provisions of Telecommunications Act is
protected. The Committee encourages the Government to accept the
related recommendations in the second stage of its response to the ALRC’s
review.

To further ensure broad privacy protections, the Committee sees value in
the ALRC’s recommendations aimed at encouraging the consistency of
privacy legislation among Commonwealth, State and Territory
jurisdictions.

65 ALRC, For Your Information: Australian Privacy Law and Practice, ALRC, Report 108, May 2008,
pp-1569-1570, 1580.

66 Australian Government, First Stage Response to the Australian Law Reform Commission Report
108, Australian Government, October 2009, p.86.

67 Dr Anthony Bendall, OVPC, Transcript of Evidence, 8 October 2009, p.41.
68 Dr Anthony Bendall, OVPC, Transcript of Evidence, 8 October 2009, p.41.
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9.42

9.43

Similarly, it is important to ensure that Australian privacy laws extend to
foreign agencies and organisations that handle the personal information of
Australian citizens and residents. Thus the Committee endorses the
ALRC’s proposal to extend the Privacy Act to cover overseas government
agencies.

The Committee accepts the OVPC’s concerns relating to large overseas
organisations that hold large amounts of personal information,
particularly social networking sites. The Committee recommends that the
OPC actively engage with overseas regulators to ensure that these
organisations are aware of, and adhere to, Australian privacy laws where
appropriate. Where this is not the case, the Committee encourages the
OPC to use the full extent of its powers to ensure adherence, including by
making, and seeking enforcement of, determinations on complaints
against overseas organisations.

IRecommendation 28

9.44

9.45

That the Office of the Privacy Commissioner use the full extent of its
powers to ensure that overseas organisations that handle the personal
information of Australian citizens and residents are aware of, and
adhere to, their obligations under the Privacy Act 1988 (Cth).

It is the view of the Committee that individuals should be notified if their
personal information is compromised by a data breach. The Committee
appreciates the desire of organisations to protect their reputation, however
individuals must be empowered to protect themselves from identity theft
and fraud. The Committee supports the ALRC’s recommendation for
mandatory data breach reporting, and encourages the Government to
accept the recommendation. The Committee notes that mandatory data
breach reporting would also permit more accurate data collection on such
incidents.

Risks of cyber crime would also be reduced by the approval of a code of
practice that governs privacy in the Australian Internet industry,
including small operators, such as small ISPs. The Committee recognises
that the removal of the small business exemption would go some way to
extending the provisions of the Privacy Act to many currently unregulated
members of the industry. However an industry specific code would
ensure that the protection of personal information is given an
appropriately high priority by the Australian Internet industry, an
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industry that handles vast amounts of personal information. The
Committee commends the IIA in drafting such a code, and encourages
both the IIA and OPC to expedite the adoption of robust and accountable
principles. However the effectiveness of such a code in enhancing e-
security would depend on the breadth of subscription by members of the
Australian Internet industry. Thus adherence to any adopted code by all
members is to be encouraged.

IRecommendation 29

That the Office of the Privacy Commissioner expedite the adoption of
an approved privacy code of practice for members of the Australian
Internet industry, including smaller Internet Service Providers.

9.46  Finally, the Committee recommends that private organisations and
government agencies should be encouraged to conduct regular audits of
existing processes and policies, as well as of new projects, to identify and
avoid risks of unauthorised access to personal information. This is
particularly important in light of the recent moves by the Government to
digitise health records. The Committee recognises the OPC’s efforts to
encourage the use of PIAs by agencies, and praises the Government’s
acceptance of the ALRC’s recommendations to further encourage the use
of PIAs by agencies and organisations. However, the Committee also
accepts the concerns of the OVPC that PIAs generally only apply to new
projects and laws. Private organisations and government agencies should
be required to conduct regular privacy audits of existing data systems,
processes and policies, as well as of new projects. This is particularly
important in light of a trend toward greater online delivery of commercial
and public services. For example, to retain public confidence and
minimise e-security risks, any new e-health framework will need strong
privacy safeguards, including provision for regular audits of the
mechanisms for handling sensitive personal health information.
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IRecommendation 30

That the Office of the Privacy Commissioner encourage government
agencies and commercial organisations to undertake regular audits to
identify risks to personal information in both new and existing projects
and policies particularly projects that involve the digitisation of large
amounts of sensitive information such as the new national e-Health
records system.






10

Community Awareness and Education
Initiatives

Introduction

10.1  In Chapter 4, the Committee concluded that the current level of awareness
of cyber crime and e-security risks is insufficient to ensure the online
safety of end users. This chapter discusses the current initiatives to raise
community awareness and educate end users about cyber crime and its
prevention. The chapter divides the topic into three sections:

m access to information —where consumers are provided with resources
to inform themselves of the nature and prevention of cyber security
threats;

m community awareness raising —where publicity campaigns aim to raise
the profile of cyber security issues and bring about cultural change in
the online behaviours of Australians; and

m skills development —where Australian end users are taught skills to
protect themselves and their computer systems from cyber security
threats.

10.2  The education of end users about how to better protect themselves from e-
security risks is a priority of the Australian Government’s Cyber Security
Strategy.! However, the evidence suggested that fragmentation may be
undermining the effectiveness of current e-security messages and
education efforts. This chapter concludes by discussing a proposal for a

1  Attorney General's Department (AGD), Cyber Security Strategy, Australian Government, 2009,
p-vii.
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more comprehensive and nationally coordinated strategy for educating
the Australian community about cyber crime.

Current educational initiatives and ‘cyber safety’

10.3

10.4

10.5

10.6

The Australian Government’s approach to cyber crime education involves
two main agencies: the Department of Broadband, Communications and
the Digital Economy (DBCDE) delivers messages on technical cyber crime
issues such as malware?; and under its remit to protect consumers from
misleading conduct, the Australian Competition and Consumer
Commission (ACCC) educates the community about identity fraud and
scams.?

In addition to the principal agencies, myriad other Commonwealth, State
and Territory departments, as well as industry and community groups,
deliver messages on cyber crime to the Australian community. In
particular, the Australian Communications and Media Authority (ACMA)
educates younger Australians about some aspects of cyber crime through
its Cybersmart program which, although largely focused on issues such as
online bullying, also covers aspects of e-security such as viruses and
password protection.*

Since the commencement of this inquiry the online behaviour and safety
of younger Australians has become a source of widespread community
concern, particularly in relation to online harassment and the use of social
networking sites. A number of contributors to this inquiry have made
recommendations relating to the teaching of skills in schools to deal with
these issues in tandem with other e-security issues, such as malware and
identity fraud.5

There is, however, a distinction made between “e-security” and “cyber
safety” in current government policy. The former is applied to the cyber
crime problems of malware, denial of service attacks, hacking and the
related technology enabled crimes of identity theft, identity fraud and
related financial crimes and online scams. In contrast, DBCDE define

2 AGD, Cyber Security Strategy, Australian Government, p.30.
3 ACCC, Submission 46, p.2.

4 ACMA, Cybersmart program, ACMA, 6 October 2009, viewed 2 March 2010,
<http:/ /www.acma.gov.au>.

5 See for example: Australian Council of State School Organisations, Submission 42, p.6; ROAR
Film Pty Ltd, Submission 64, p.19.
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10.7

10.8

issues relating to the social and personal risks of operating online as ‘cyber

safety’.®

Consequently, the problems of online harassment, bullying, stalking, child
grooming and, for example, unauthorised publication of images and
exposure to other online harms fall into the latter framework. In practice,
these distinctions are frequently difficult to make because of the
interconnectedness of information and communications technologies

(ICT).

On 15 March 2009 the Australian Parliament resolved to establish a Joint
Select Committee on Cyber-Safety to examine, among other things, the
effectiveness of cyber safety education initiatives in Australia.” In-depth
consideration of cyber-safety education issues is therefore deferred to the
inquiry of the Joint Select Committee on Cyber-Safety. This chapter will
examine education initiatives as they relate to e-security.

Access to information

10.9

10.10

The relatively fragmented approach to education initiatives is reflected in
the wide range of information sources available to Australian end users.

One of the primary sources of information for end users is the Stay Smart
Online website, maintained by DBCDE and first launched in 2006. The
Cyber Security Strategy has designated the Stay Smart Online website as ‘a
single authoritative website for cyber security information for Australian
home users and small businesses’.? The website provides a range of
resources, including quizzes and practical guides, to inform consumers on
dealing with system vulnerabilities and safely transacting online. The
DBCDE informed the Committee that the website received over 8.4 million
hits during 2008-09. The Department also stated that the website is

6 DBCDE, Submission 34, p.5.

Parliament of the Commonwealth of Australia, House of Representatives, Votes and
Proceedings, No. 152, 11 March 2010, p.1687; Parliament of the Commonwealth of Australia,
Senate, Journals of the Senate, No. 115, 11 March 2010, p.3296.

8  AGD, Cyber Security Strategy, Australian Government, p.17; DBCDE, Submission 34, p.12;
Senator the Hon Helen Coonan, Launch of collaborative online security initiative, media release,
Parliament House, 23 October 2006, viewed 2 February 2009,
<http:/ /www.minister.dbcde.gov.au/coonan/media/media_releases/launch_of_collaborativ
e_online_security_initiative>.
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10.11

10.12

10.13

10.14

10.15

reviewed regularly to ensure clarity and effectiveness. No information
was received on the actual number of unique visitors to the site.?

The Stay Smart Online website also directs users to the free Stay Smart
Online Alert Service website (delivered by AusCERT) where users can
subscribe to simple language email updates on cyber security threats. The
DBCDE advised that the Stay Smart Online Alert Service website received
34,000 hits during 2008-09. According to an April 2009 review of the
service, 89 per cent of respondents rated the services as good and 90 per
cent said their awareness of e-security had improved.!® However, the
number of hits does not identify unique visitors and the evidence did not
indicate how many people are registered for the Stay Smart Online Alert
Service.

Similarly, the ACCC provides the SCAMuwatch website which advises end
users on scams generally, including online scams and phishing schemes.
The website provides a range of advice relating to current and emerging
scams, including real life examples and downloadable guides, and
provides a reporting portal which assists end users in making scam
related complaints (See Chapter 5).11

The website received over 100,000 unique visitors in the first quarter of
2009. The SCAMuwatch website also provides a free online scam alert
service, which as of July 2009 had 11,000 subscribers.12

SCAMuwatch also acts as a portal for State and Territory members of the
Australasian Consumer Fraud Taskforce!?® (ACFT). The websites of the
New South Wales (NSW) Office of Fair Trading, the Northern Territory
(NT) Department of Justice, the Tasmanian Department of Justice, the
Western Australian (WA) Department of Commerce and Queensland
Office of Fair Trading supplement their information on scams by directing
users to the SCAMwatch website.!4

The ACMA provides the Cybersmart website as part of its broader remit to
educate younger Australians. The website seeks to engage children of

9 DBCDE, Submission 34, p.12.

10 DBCDE, Submission 34, p.12; Australian Government, Stay Smart Online Alert Service User
Guide, Australian Government, 2008, p.1.

11 ACCC, Submission 46, p.4.

12 ACCC, Submission 46, p.4; Mr Nigel Ridgway, ACCC, Transcript of Evidence, 18 November
2009, p.11.

13 The ACFT is a partnership of nineteen Australian and New Zealand government regulatory
agencies and departments including the ACCC (chair), AGD, ACMA, AFP, DBCDE, ATO and
State and Territory fair trading agencies.

14 See for example: NSW Government, Submission 49, p.3.
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different ages with a variety of quizzes, interactive online activities and
downloadable guides. While the website is largely focused on cyber
safety, some cyber security issues are also covered, including advice on
protecting passwords and avoiding viruses.!®

10.16  Additionally, a number of other Australian Government agencies provide

limited information on varying aspects of cyber crime through their
websites, including the Australian Federal Police (AFP), the Attorney
General’s Department (AGD), the Australian Taxation Office (ATO) and
the Australian Securities and Investment Commission (ASIC).16

10.17 Some agencies also provide printed information through publications and

media releases.” For example:

m in 2009 AGD published the Dealing with identity theft: Protecting your
identity booklet, a guide for preventing and managing identity theft;!8
and

m the ACCC publishes the Little Black Book of Scams which highlights
popular scams, including online scams, and provides tips on how to
protect and deal with such scams.?

10.18 Internet security companies, financial institutions, ICT companies and

community organisations, such as the Australian Seniors Computer Clubs
Associations (ASCCA), also provide information to consumers through
their websites and print media.?

15
16

17

18
19
20

Australian Government, Cyber smart website, 2010, <http:/ /www.cybersmart.gov.au/>.

See for example: ACCC, Submission 46, p.4; AFP, Technology Enabled Crime, AFP, 2 September
2009, viewed 4 February 2010, <http:/ /www.afp.gov.au/national/e-crime.html>; AGD,
Identity security, AGD, updated 2 February 2010, viewed 4 February 2010,

<http:/ /www.ag.gov.au/identitysecurity>; NSW Government, Submission 49, p.3; ATO,
Submission 59, pp.9-11; ACCC, “The Little Black Book of Scams’, Exhibit 16, p.43; DBCDE,
Submission 34.1, p.8.

ATO, Submission 59, pp.9-11; AFP, Submission 25, p.11; NSW Government, Submission 49, p.3;
NT Government, Submission 53, p.3; Tasmanian Government, Submission 51, p.3; WA
Government, Submission 48, p.2; Queensland Government, Submission 67, p.4; Mr Bruce
Matthews, ACMA, Transcript of Evidence, 21 October 2009, p.6.

AGD, Dealing with Identity theft: protecting your Identity, Australian Government, 2009.
ACCC, Little Black Book of Scams, Exhibit 16.

See for example: Mr Bruce Matthews, ACMA, Transcript of Evidence, 21 October 2009, p.6; Mr
Peter Coroneos, IIA, Transcript of Evidence, 11 September 2009, p.20; McAfee Australia,
Submission 10, p.6; Symantec Corporation, Symantec Exposes the Truth about the Internet Black
Market and Takes a Stand against Cyber Crime, media release, Symantec Corporation, 11
September 2009, p.2; APCA, Submission 50, p.5; Telstra, Submission 43.1, p.3; ASCCA,
Submission 63, p.12.
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10.19

10.20

10.21

10.22

Contributors argued that, while there are myriad sources of information
on cyber crime, the provision of information to consumers could be
improved. For example, Mr Allen Asher, Chief Executive Officer,
Australian Communications Consumers Action Network (ACCAN), told
the Committee of the results of a 2009 ACCAN survey:

... alarmingly, very few people were relying on the information
available from ... government services. Even though there is a $73
million program that is administered to inform consumers about
these things, only two out of five actually got their information
from these government services. We found that three out of five
were relying on what often might be folk tales from friends and
neighbours.?

Additionally, both AusCERT and ASCCA argued that, due to the large
number of organisations providing information, consumers may be
confused by inconsistent, and sometimes inaccurate, information on cyber
crime precautions.?? For example, Mr Bill Gibson, Chief Information
Officer, ATO, stated that, while both the ATO and the banking industry
provide information on phishing, they may each express it in a different
way, which may in turn confuse end users.?

The ACCAN proposed that to improve the provision of information to
consumers, initiatives should be coordinated through a coherent national
strategy on online security education.? This proposal is discussed in more
detail at the end of this chapter.

More specifically, both ASCCA and the Internet Safety Institute proposed
targeted programs to deliver clear and simple cyber security information
to consumers at the point of sale of ICT and when online.? Mrs Nancy
Bosler, President, ASCCA, told the Committee:

I would say that every computer that is sold needs to have
antivirus software and a firewall installed as a normal thing. There
needs to be a very good plain-English brochure that goes with that

21 Mr Allan Asher, ACCAN, Transcript of Evidence, 8 October 2009, pp.14-15; ACCAN, Submission
57.1,p.2.

22 See for example: AusCERT, Submission 30, p.12; ASCCA, Submission 63, p.3.

23 Mr Bill Gibson, ATO, Transcript of Evidence, 16 September 2009, p.8.

24 ACCAN, Submission 57.1, p.5.

25 See for example: Consumers’ Telecommunications Network, Surfing on thin ice: consumers and
malware, adware, spam and phishing, CTN, November 2009, p.25; Internet Safety Institute,
Submission 37, p.10.
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computer and spells it out simply. Give them the information, but
do not scare them witless.?

10.23  The provision of information to consumers the point of sale is further
discussed in Chapter 8.

Community awareness raising

10.24 At a national level, there are two awareness raising campaigns conducted
annually:

n the DBCDE’s Cyber Security Awareness Week; and
n the ACFT’s National Consumer Fraud Week.

10.25 Both of these awareness raising campaigns are conducted in partnership
with other areas of government, industry and community groups, and
involve advertising campaigns, online activities, public forums and
events.?’

10.26  The DBCDE’s Cyber Security Awareness Week (running since 2006 as the
National E-security Awareness Week) focuses on malware and identity theft.
The Department said that the 2009 week brought together more than
thirty-five partners from the community, State and Territory governments
and industry, including Microsoft and Symantec, to hold more than
seventy events around Australia. The key messages for the week were:

m get a better, stronger password and change it at least twice a year;
m get security software, and update and patch it regularly;

» stop and think before you click on links or attachments from unknown
sources;

m be careful about the information you put online; and

m refer to the Stay Smart Online website for further information and to
sign up for the email alert service.?

26 Mrs Nancy Bosler, ASCCA, Transcript of Evidence, 28 October 2009, p.5.

27 AGD, Cyber Security Strategy, Australian Government, p.17; DBCDE, Submission 34, pp.11-12;
AFP, Submission 25, p.11.

28 DBCDE, Submission 34, pp.11-12; Australian Government, National E-security Awareness VWeek
2009 partnerships, Stay Smart Online, 2009, viewed 5 March 2009,
<http:/ /www .staysmartonline.gov.au/news-events/ partners>.
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10.27

10.28

10.29

10.30

10.31

10.32

The DBCDE submitted that the week generated a number of media articles
that had the potential to reach over four million Australians.?

At a hearing in November 2009, Mr Keith Besgrove, First Assistant
Secretary, Digital Economy Services Division, DBCDE, told the Committee
that DBCDE are moving to a new approach to community awareness
raising:

... [DBCDE is starting] to move away from the single awareness
week each year towards more of a rolling program. We are
currently discussing with some of the banks, retailers and other
groups having some sort of initiative in the lead-up to Christmas.
We are talking to Harvey Norman about a back-to-school initiative
in late January. ... The idea is to try to have more of a rolling
program of initiatives. We would still focus the majority of our
efforts during each security awareness week, but we want to try to
keep reinforcing the message and also to take advantage of the
efforts of others.®

The ACFT’s National Consumer Fraud Week raises awareness about scams,
including online scams. During the 2009 week, ACFT members held a
number of public forums, and published several media articles and
posters, to advise on protecting from, and dealing with, the latest scams.3!

The ACCC (the Chair of the ACFT) also informed the Committee that they
are looking to move away from conducting a single awareness week, to
conducting a series of events over the next year in order to continually
reinforce their messages to consumers. %

Contributors acknowledged that community awareness raising campaigns
have some impact, but argued that current campaigns are not sufficiently
targeted or protracted, and questioned whether such campaigns are
effective in reaching the Australian community.3

Additionally, some contributors argued that such campaigns are not
sufficiently coordinated across industry and Government. For example, in
relation to DBCDE's National E-security Awareness Week, the Internet
Society of Australia submitted:

29 DBCDE, Submission 34, p.12.

30 Mr Keith Besgrove, DBCDE, Transcript of Evidence, 25 November 2009, p.5.
31 ACCC, Submission 46, p.5; NSW Government, Submission 49, p.4.

32 Mr Nigel Ridgway, ACCC, Transcript of Evidence, 18 November 2009, p.10.

33 ACCAN, Submission 57.1, p.5; Telstra, Submission 43, p.4; Microsoft Australia, Submission 35,
p.16; Internet Safety Institute, Submission 37, p.10.
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10.33

10.34

10.35

10.36

One government agency that was not ... a part of E-Security week
was the Privacy Commissioner’s Office. Given the implications for
an individual’s privacy from security threats such as identity theft,
and the clear implications for an individual’s privacy when they
put personal information on social networking sites, they might be
involved in initiatives such as e-security week in the future.

Similarly, the South Australian Police informed the Committee that they
were not informed of the ACFT’s National Consumer Fraud Week and thus
missed out on a key opportunity to educate end users.3

There was a widely held view that a highly coordinated and sustained
multimedia campaign, similar to public health campaigns such as the Slip,
Slop, Slap program, is necessary and would be a more effective way of
achieving cultural change on e-security. A number of contributors
proposed that such a campaign should focus on delivering simple and
understandable messages on both computer security (such as updating
systems and anti-virus software) and computer behaviours (such as
avoiding scams and phishing websites), to bring about cultural change to
the way Australian end users operate online.%

It was suggested that such a campaign could utilise a range of media,
including print media, television and online media, and could include
hard-hitting real life examples to drive home messages to broad sections
of the Australian community.¥ Commander Neil Gaughan, AFP, told the
Committee:

I think the key issue is putting forward a public message —a really
hard-hitting train crash type scenario —that the message needs to
get out there to the consumer, because clearly it is not. It would
make all of our jobs a lot easier if it does.®

ACCAN advocated a public awareness campaign but cautioned that such
an approach must not alarm consumers. Mr Allen Asher, Chief Executive
Officer, ACCAN, stated:

34 Internet Society of Australia, Submission 45, p.5.

35 South Australia Police (SAP), Submission 2, p.2.

36 See for example: ACCAN, Submission 57.1, p.5; Telstra, Submission 43, p.4; Mr Peter Coroneos,
LA, Transcript of Evidence, 11 September 2009, p.18; Ms Johnson, Australian Information
Industry Association, Transcript of Evidence, 11 September 2009, p.29; Mr Bill Gibson, ATO,
Transcript of Evidence, 16 September 2009, p.8; Mr Alastair MacGibbon, Internet Safety Institute,
Transcript of Evidence, 11 September 2009, p.64.

37 See for example: Mr Bill Gibson, ATO, Transcript of Evidence, 16 September 2009, p.8; Mr
Alastair MacGibbon, Internet Safety Institute, Transcript of Evidence, 11 September 2009, p.64.

38 Commander Neil Gaughan, AFP, Transcript of Evidence, 9 September 2009, p.18.
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10.37

The concern that I have is that when people are ... told, “We will
all be doomed and there is nothing we can do’ then people become
powerless and fail to act. So it has to operate on a couple of levels.
I do not believe that simply telling scare stories is good at all
because what that does is drive people away who might otherwise
beneficially participate in the digital economy. It drives them away
and they just will not participate. We do not want that to happen.
At the same time, we do want people to take sensible precautions
to ensure that their software is updated and to ensure that they do
not respond to obvious phishing.*

In response to the above proposal, DBCDE argued that a public health
style eduction campaign is ‘not a workable option” in the case of cyber
security messaging. The DBCDE submitted that any campaign delivered
in a powerful and shocking manner may serve to damage the digital
economy by undermining confidence in the online environment.
Nevertheless, DBCDE acknowledged that elements of public health style
education campaigns, such as sustained programs over a long period of
time, could be usefully applied to cyber security messaging.4!

Skills development

10.38

10.39

10.40

Skills developmentl is delivered through a variety of government,
industry and community organisation programs, largely targeted at
children and seniors.

The DBCDE provides the Budd:e E-security Education Modules for students
in years 3 and 9. Launched in June 2009, these education modules
(developed by ROAR Film Pty Ltd, an Australian online education
company), feature e-security tips, games and videos. Schools can access
the program free of charge through the Stay Smart Online website, or by
requesting CDs from DBCDE.#

Mr Keith Besgrove told the Committee of DBCDE’s planned rollout of the
modules:

...we believe there are over 9,000 schools in Australia. To date,
1,400 schools have access to our e-security teaching tool online and

39 Mr Allan Asher, ACCAN, Transcript of Evidence, 8 October 2009, p.19.
40 DBCDE, Submission 34.1, p.9.

41 DBCDE, Submission 34.1, p.9.

42 DBCDE, Submission 34, pp.12-13.
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10.41

10.42

10.43

10.44

we have also had more than 800 sent the CDs. We have a couple of
people who are engaging full time on a continuing basis with
schools. I hope this time next year to be able to say that we have at
least doubled those numbers. That is certainly our intention. The
idea is to reach all of the schools in Australia over the next two
years.®

In relation to seniors, in November 2008 the Department of Families,
Housing, Community Services and Indigenous Affairs launched the
Broadband for Seniors program. Under the program, NEC Australia Pty Ltd,
in partnership with community and vocational institutions, will establish
two thousand free Internet kiosks in community centres and clubs used by
seniors throughout Australia to teach online skills, including aspects of
Internet safety.*

Industry has also sponsored skills development programs and is working
jointly with government agencies. For example, Microsoft, the AFP and
ACMA have partnered to roll out the ThinkUKnow education program for
teachers and parents. The program, which originated in the UK, seeks to
educate adults about keeping young people safe online through
interactive information sessions. During 2009, the program delivered
forty-six pilot presentations to school communities in Victoria, NSW and
the Australian Capital Territory. AFP said that the program will be rolled
out nationally in 2010.45 The program largely focuses on cyber safety but
also covers some e-security issues such as virus protection.*

Telstra also supports online safety skills initiatives through the Telstra
Foundation. In 2008 Telstra committed $6 million over six years to
initiatives such as the SuperClubsPlus Australia website, a protected
website where students can interact and access IT literacy resources, and
the BeNetWise program, which teaches IT literacy to disadvantaged
children.#

Community organisations provide further skills development initiatives.
For example, ASCCA teaches online skills, including cyber security, to

43  Mr Keith Besgrove, DBCDE, Transcript of Evidence, 25 November 2009, p.5.

44 ASCCA, Submission 63.1, p.1; Department of Families, Housing, Community Services and
Indigenous Affairs, Broadband for Seniors, FAHCSIA, 2009, viewed 4 March 2010,
<http:/ /fahcsia.gov.au>.

45  See for example: AFP, Submission 25, pp.12-13; Microsoft Australia, Submission 35, p.17.

46 ThinkUKnow Australia, What is ThinkUKnow?, 2010, viewed 4 March 2009,
<http:/ /www.thinkuknow.org.au>.

47  Telstra, Submission 43.1, p.3.
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10.45

10.46

10.47

senior and disabled persons all over Australia via its 142 member clubs,
including through a mentoring program.

While skills development programs exist for the most vulnerable end
users, such as children and seniors, evidence indicated that other
Australians may also require better access to skills development
resources.* For example, a March 2009 ACMA survey of 1,637 Australians
found that over 68 per cent of respondents were self taught in the use of
the Internet, while less than 18 per cent had received formal training.%

ASCCA endorsed this view and argued the need for a more widely
available IT literacy program:

There is a considerable role for governments - particularly the
Federal Government - to provide direct funding to community
groups outside the vocational area for computer literacy for daily
living skills. With government, business and community sectors
relying more heavily than ever on ICT for disseminating
information via their websites the ability of those who are not
computer literate will be severely affected. Their lack of computer
literacy will impact on daily living skills, business transactions and
social inclusion.

In relation to skills development programs for Australian children, some
submitters argued that, despite current initiatives, skills teaching
programs are not sufficiently widespread, nor sufficiently tested or
certified.

IT Literacy Drivers Licence

10.48

To overcome these issues, some submitters advocated the development of
a national system of certifiable skills standards to raise online security
proficiency in all sections of the Australian community including in
vocational institutions, workplaces and at home.5

48 Mrs Nancy Bosler, ASCCA, Transcript of Evidence, 28 October 2009, p.3; ASCCA, Submission 63,

p-12.

49  See for example: ACCAN, Submission 57.1, p.5; Queensland Government, Submission 67, p.7.
50 ACMA, Australia in the Digital Economy: Report 1 - Trust and Confidence, ACMA, March 2009,

p-35.

51 ASCCA, Submission 63, p.3.

52 Microsoft Australia, Submission 35, p.17; Mr Terry Hilsberg, ROAR Film Pty Ltd, Transcript of
Evidence, 8 October 2009, p.68.

53 Telstra, Submission 43, p.4; Microsoft Australia, Submission 43, p.17.
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10.50

10.51

10.52

10.53

ROAR Film Pty Ltd, the developer of DBCDE's Budd:e Education Modules,
proposed the establishment of a national Internet users’ licence. Operating
largely as an online program, users would be required to gain certification
of a prescribed skill level before being permitted to use the Internet in
various institutional contexts such as a school or a private organisation.
Recreational Internet users, such as home users, could voluntarily obtain
such a user’s licence.

ROAR submitted that there is an overlap between e-security, safety and
citizenship, and the licence could extend beyond e-security to cyber safety
and cyber citizenship issues such as intellectual property and online
ethics.® ROAR informed the Committee that it has developed e-security
modules for a similar initiative in UK schools, where all state schools in
London access online teaching resources, including on cyber security,
through the London Grid for Learning (a closed broadband network).5

Similar online skills competency programs already exist. The International
Computer Driving Licence (ICDL) is a basic ICT literacy benchmarking
program, originating in Europe, which requires users to complete a range
of theoretical and practical tests for IT skills, including aspects of
computer security. The ICDL has been obtained by seven million users
across 148 countries. Australian users can obtain an ICDL through a
number of test centres accredited by ICDL Australia. 6 Up until 2008, the
ICDL was run in Australia by the Australian Computer Society (ACS), and
since 2008 by EXIN, a global independent IT examination provider. Both
ACS and EXIN advocate developing the ICDL, in partnership with
government, to provide a national IT literacy standard in Australia.%

Similarly, ACCAN proposed an Online Competency Skills Test by which
users could asses their own preparedness and level of understanding.5®

In response to these proposals, DBCDE submitted that the ICDL does not
contain specific cyber security units, and cited DBCDE’s current education
initiatives (such as the education modules for students in years 3 and 9) as
evidence of its commitment to developing IT literacy.>® However, DBCDE
provided no comment on the specific proposal of establishing national

54 ROAR Film Pty Ltd, Submission 64, pp.2-4, 19.
55 Mr Terry Hilsberg, ROAR Film Pty Ltd, Transcript of Evidence, 8 October 2009, p.68.
56 ACCAN, Submission 57.1, p.5.

57 EXIN South Pacific, EXIN to take over International Computer Driving Licence (ICDL) in Australia,
media release, July 10 2008, viewed 4 March 2010, <http:/ /www.acs.org.au/icdl/>.

58 ACCAN, Submission 57.1, p.5.
59 DBCDE, Submission 34.1, p.8.
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certifiable skills standards for online security that would be accessible to
the wider community.

Nationally coordinated education strategy

10.54

10.55

10.56

10.57

As described in the preceding sections, a range of proposals exist to
strengthen the different aspects of cyber crime education and community
awareness in Australia. However, on a broader level, many submitters
criticised the overall strategic direction of education initiatives in
Australia. For example, there was wide agreement that education
initiatives as a whole are limited by a lack of coordination between
different areas of government and industry.® Contributors argued that
such a lack of coordination not only confuses Australian end users, but
also leads to inefficiencies from overlapping initiatives.6!

The Committee heard widespread advocacy for a more coherent and
strategic approach to cyber crime education and community awareness in
Australia.5?

As part of its proposal for an Australian Government Office of Internet
Security (See Chapter 5), ACCAN argued that the Office should develop
and oversee a National Strategy for E-security Awareness. ACCAN proposed
that an Office of Internet Security could provide high level coordination of
a range of educational initiatives, in order to ensure clearly articulated
messages reach the public.53

Similarly, the Australian Banking Association (ABA) submitted:

Our members would like to see a whole-of-Government approach
to ... education campaigns rather than the fragmented approach
adopted to date and the duplication of work and associated
unwarranted costs of such duplication. This includes coordination

60 See for example: ACCAN, Submission 57.1, p.5; Mr Bill Gibson, ATO, Transcript of Evidence, 16
September 2009, p.7; Mr Tony Burke, ABA, Transcript of Evidence, 8 October 2009, pp.50-51;
SAP, Submission 2, p.2; Mr Darren Kane, Telstra, Transcript of Evidence, 11 September 2009, p.34;
Internet Safety Institute, Submission 37, p.10.

61 See for example: ROAR Film Pty Ltd, Submission 64, p.2; Microsoft Australia, Submission 35,
p.16; SAP, Submission 2, p.2; ABA, Submission 7, p.12.

62 See for example: ASCCA, Submission 63, p.3; Mr Bill Gibson, ATO, Transcript of Evidence, 16
September 2009, p.7; Microsoft Australia, Submission 35, p.16; Mr Craig Scroggie, Symantec
Corporation, Transcript of Evidence, 9 October 2009, p.53.

63 ACCAN, Submission 57.1, p.5; UK Cabinet Office, Cyber Security Strategy of the United Kingdom,
UK Cabinet Office, June 2009, p.18.
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10.58

10.59

not just of Federal Government activities in this area, but State
Government initiatives as well. The Federal Government should
display leadership in this area.®

The Committee heard a number of proposals that could help to shape such
an overarching policy. For example, it was argued that all education
initiatives should be regularly evaluated against clear and measurable
objectives, including through community consultation, to ensure that
initiatives are effective and far-reaching.% Some advocated the need for
industry members (such as ISPs) and community groups to be further
engaged in educating Australian end users.% Symantec also advocated
utilising the high profile of the rollout of the National Broadband Network
(NBN) to deliver education initiatives.5

Importantly, submitters argued that any educational initiatives must
effectively target all sections of the Australian community, particularly
those people most vulnerable to cyber crime such as young people, seniors
and new computer users.%

Committee View

10.60

10.61

The Committee recognises the considerable efforts of a range of
stakeholders from Commonwealth, State and Territory governments,
industry and community organisations, to educate the Australian
community about cyber crime. However, the evidence indicated that cyber
security education in Australia remains fragmented, and more consistent
and effective messaging is needed to achieve the cultural change
necessary.

The Cyber Security Strategy identifies education as the most appropriate
strategic response to combating the e-security risks faced by end users
(and posed by end users). However, the document lacks a clearly
articulated e-security education strategy that could provide the basis for a
more comprehensive and coordinated approach.

64 ABA, Submission 7, p.12.

65 See for example: ACCAN, Submission 57, p.3; ASCCA, Submission 63, p.4; ACCAN, Submission
57.1, pp.5-6; Microsoft Australia, Submission 35, p.16; IIA, Submission 54, p.6; Mr Alastair
MacGibbon, Internet Safety Institute, Transcript of Evidence, 11 September 2009, p.64; I1A,
Submission 54, p.6.

66 See for example: ACCAN, Submission 57, p.3; Telstra, Submission 43, p.4.

67 Mr Craig Scroggie, Symantec Corporation, Transcript of Evidence, 9 October 2009, p.53; ROAR
Film Pty Ltd, Submission 64, pp.2-3,19.

68 See for example: ACCAN, Submission 57.1, p.5; Queensland Government, Submission 67, p.7.



222 HACKERS, FRAUDSTERS AND BOTNETS: TACKLING THE PROBLEM OF CYBER CRIME

10.62 It would be appropriate for the Australian Government to clearly
designate DBCDE as the lead department responsible for the development
and oversight of an overarching nationally coordinated e-security
education strategy. Such a national strategy would give proper
recognition to the important role of end user education in the national
Cyber Security Strategy. The strategy should cover the provision of
information, awareness raising and skills development, and deal with all
aspects of cyber crime, including malware, identity fraud and scams.

10.63 In developing and implementing such a strategy, DBCDE should:

» utilise education and public relations professionals in the development
and delivery of the strategy;

m consult, and continue to engage with, industry and community groups,
in the delivery and evaluation of initiatives; and

» identify and utilise opportunities for delivering education initiatives as
part of the rollout of the NBN.

10.64  Such a national education strategy should have a specifically identified
program output that can be reported on in DBCDE’s annual report.
Initiatives funded by DBCDE under the strategy should be reviewed to
evaluate the effectiveness of initiatives and to ensure value for money. The
results of such reviews should also be included in DBCDE’s annual report.

IRecommendation 31

That the Department of Broadband, Communications and the Digital
Economy, in consultation with relevant agencies, industry and relevant
community organisations, develop a nationally coordinated strategy for
the education of consumers:

m that the strategy cover all aspects of cyber crime including
malware, identity theft, identity fraud and scams; and

m includes clear benchmarks against which the effectiveness of
education initiatives can be clearly evaluated and publicly
reported on to Parliament.

10.65 The Committee believes that such a national strategy should include a
more integrated approach to the provision of information to end users.
Current website resources such as the Stay Smart Online and SCAMuwatch
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websites could form part of a more integrated model linked to a
centralised cyber crime reporting centre (See Chapter 5). Additionally,
effort should be made to deliver information to consumers at the point of
sale of ICT goods and services (See Chapter 8).

IRecommendation 32

That the Stay Smart Online and SCAMwatch websites be linked to the
national cyber crime reporting centre referred to in recommendation 4.

10.66 The Committee acknowledges that a “hard hitting’” community awareness
campaign may alarm end users. However the Committee does not accept
the argument that a public health style campaign is not workable in the
area of cyber security education. The Committee considers that, through
engaging the services of education and public relations professionals, the
Government could conduct a far reaching and sustained public awareness
raising campaign(s) that appeals to consumers, without undermining
confidence in the Internet. Such a campaign should deliver key messages
on technical precautions, as well as on appropriate user behaviours.

IRecommendation 33

That the Department of Broadband, Communications and the Digital
Economy implement a public health style campaign that uses a wide
range of media to deliver messages on cyber security issues, technical
precautions and appropriate user behaviours.

10.67  Finally, in regards to skills development, the Committee recognises the
value of implementing certifiable national skills standards for online
security that would apply to all Australian IT users, whether students,
employees or home users.

10.68 The Committee did not take detailed evidence on cyber citizenship, cyber
safety or cyber security skills training in State and Territory schools and
therefore refrains from making any recommendation about IT literacy
training in the school context.
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10.69 However the Committee considers that there is a case for a nationally
consistent approach to certifiable skills standards for IT literacy that is
available to all members of the Australian community. In particular the
Committee sees value in an ‘IT drivers’ licence” and notes a model is
already well established in the UK and Europe and is available in
Australia.

IRecommendation 34

That the Department of Broadband, Communications and the Digital
Economy support the development of IT literacy training that includes
cyber security and is available to the community as a whole.
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Emerging Technical Measures to Combat
Cyber Crime

Introduction

11.1  This chapter examines a range of emerging technical measures that may
assist in combating cyber crime. It also briefly canvasses ways to
encourage the development of new anti-cyber crime measures.

112  Cyber crime is continually evolving and adapts to anti-cyber crime
measures, thus emerging technical solutions only provide a partial
response and are unlikely to offer a complete solution.! Nevertheless,
technological measures can improve personal security and the resilience of
the Internet and information communication technologies (ICTs). Support
for technological innovation must therefore remain an important part of
the overall national response to cyber crime.

Emerging technical measures

11.3  This section examines the following technical measures:
m smart cards;
m two factor identification;

= an identity metasystem;

1  See for example: Commonwealth Scientific and Industrial Research Organisation (CSIRO),
Submission 26, p.4; Australian Institute of Criminology (AIC), Submission 41, p.17; Australian
Security Intelligence Organisation, Submission 47, p.4; AusCERT, Submission 30, pp.21-22.
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m Domain Name System Security Extensions;
» trusted networking infrastructure;

= new encryption techniques;

m privacy enhancing technologies;

m black listing;

m white listing;

m walled gardens;

m ‘clean’ boot-up disks;

m Trusted Platform Modules;

m black hole and sinkhole routing; and

m program monitoring.

Smart cards

114  Smart cards were suggested as a method for combating online identity
theft and fraud. Smart cards are pocket-sized cards with an embedded
microchip that can store large amounts of data, encrypt data and
communicate with other devices. A smart card can take many forms
including a credit card or an identity card. In relation to online security,
smart cards may be inserted into a reader to authorise and conduct online
financial transactions.?

11.5  Smart cards combat cyber crime in a number of ways including;:

» automatically and randomly encrypting the data transferred in an
online transaction to prevent tampering by cyber criminals;3

» providing extra sources of verification, such as encrypted card
identifiers and unique PINSs, to increase the difficulty of committing
identity theft and fraud;*

2 See for example: AusCERT, Submission 30, p.21; Mr Stephen Wilson, Lockstep Technologies
Pty Ltd, Transcript of Evidence, 9 October 2009, p.45; Smart Card Alliance, Smart Card Primer,
Smart Card Alliance, 2010, viewed 28 January 2010,
<http:/ /www.smartcardalliance.org/ pages/smart-cards-intro-primer>.

3 Lockstep Technologies Pty Ltd, Submission 36, p.16.

4 See for example: AusCERT, Submission 30, p.21; Australian Payments Clearing Association
(APCA), Submission 50, p.5.
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11.6

11.7

» automatically verifying that a website is legitimate and can be trusted;®
and

m preventing identity fraud by recognising and blocking transactions
being made from an unusual location or in excess of a daily spending
limit.6

A number of financial institutions have already implemented smart card
technology overseas and are in the process of rolling out smart cards in
Australia.”

AusCERT argued that, while smart cards may assist in preventing some
aspects of cyber crime, they do not address the threat of identity theft from
computers infected with malware.® Additionally, the Australian Institute
of Criminology (AIC) noted that several studies have demonstrated that
technically competent criminals can still circumvent smart card security
mechanisms. However the AIC also submitted that properly implemented
smart cards are acknowledged as helping to combat identity theft and
fraud. The AIC noted that there exists significant support for the
continued research and implementation of such technologies.?

Two factor authentication

11.8

11.9

Two factor authentication is a procedure that combats online identity theft
and fraud through adding an extra layer of verification when accessing
online services and accounts. It requires the end user to present two
factors. The first factor is something the person knows, such as a username
or password. The second factor is either something the person has in their
possession (such as an ID card), or a physical attribute of the user (such as
a fingerprint). Attacks such as phishing or spyware may successfully steal
the first factor, however without the second factor the cyber criminal
cannot gain access to the account or service.

A number of Australian businesses, including Australia Post and many
financial institutions, use two factor authentication. When a user wishes to
conduct a transaction online, not only must they gain access to their

© 00 N o O

Mr Stephen Wilson, Lockstep Technologies Pty Ltd, Transcript of Evidence, 9 October 2009, p.45
Lockstep Technologies Pty Ltd, Submission 36, p.16.

See for example: AusCERT, Submission 30, p.22; APCA, Submission 50, p.6.

AusCERT, Submission 30, p.22.

AIC, Submission 41, p.17.

10 See for example: Australia Post, Submission 27, p.7; Z Ramzan, Phsihing and Two-Factor
Authentication, blog entry, Symantec Security Blogs, July 11 2006, viewed 28 January 2009,
<http:/ /www.symantec.com/connect/blogs/ phishing-and-two-factor-authentication>.
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11.10

11.11

11.12

11.13

account through entering a password, but must also enter a unique six-
digit code sent to their mobile by the business upon their request for the
transaction. Thus users must provide two identification factors, each from
a different category: a password (something retained in the user’s
memory) and a unique code proving possession of the correct mobile
phone (something in the user’s possession). The Commonwealth Bank of
Australia informed the Committee that two factor authentication reduced
their incidents of fraud by 96 per cent over 2005.11

Smart cards may also be used to provide the second category of two factor
authentication (something in the user’s possession). Users may be
required to scan a smart card in order to conduct a transaction or gain
access to a certain system.!?

Australia Post submitted that secure two factor authentication services are
currently readily available from online security companies, and suggested
that two factor authentication could be extended to other online
transactions.!® For example, the Australian Taxation Office suggested that
two factor authentication methods could make the lodging of online tax
returns more secure.!4

Two factor authentication may also require verification of a physical
attribute through the use of biometrics. Biometrics are technologies that
can identify unique physical attributes including fingerprints, iris prints,
handprints, facial structures and voice signatures.15

Some witnesses argued that biometrics may not be sufficiently reliable and
may still be circumvented by advanced cyber criminals.'® The AIC
acknowledged that biometrics do have some limitations, such as the
expense of implementation, but argued that such technologies are very
effective in solving some of the problems of cyber crime relating to
passwords and PINs.1’

11 See for example: Australia Post, Submission 27, p.6.; Mr John Geurts, Commonwealth Bank of
Australia, Transcript of Evidence, 8 October 2009, p.59.

12 Lockstep Technologies Pty Ltd, Submission 36, pp.13-14.
13 Australia Post, Submission 27, p.6.

14 Australian Taxation Office, Submission 59, p.15.

15 Biometrics Institute Ltd, FAQ - Answers, Biometrics Institute Ltd, 2 July 2009, viewed 28
January 2009, <http:/ /www.biometricsinstitute.org>.

16  See for example: Mr Wilson, Lockstep Technologies Pty Ltd, Transcript of Evidence, 9 October
2009, p.42; Ms Caroline Pearce, APCA Ltd., Transcript of Evidence, 11 September 2009, p.73.

17 Dr Russell Smith, AIC, Transcript of Evidence, 19 August 2009, p.16.
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|dentity metasystem

11.14 Microsoft advocated the creation of a system where all online

authorisation procedures would be conducted through a single, standard
program. 8

11.15 Microsoft observed that in order to gain access to online services, Internet

users are required to enter a range of different user names and passwords
into many differing and unique online systems, and are often asked to
provide a range of personal information.??

1116  Microsoft suggested the risks to users from this process are threefold:

m users increase security risks by employing the same passwords and
usernames for a range of different authentication procedures;

m users gain authorisation through a range of non-standard webpages
and thus may not be able to recognise a phishing webpage; and

m users are asked to provide an ever increasing number of personal
details to third parties, thus raising privacy issues.?

1117 To combat these risks, Microsoft proposed an identity metasystem that

would connect, but not replace, all current online authorisation
procedures. Every time a user needed to provide authentication they
would do so by entering various identifiers into a standard interface,
instead of arbitrary details through an interface unique to each online
service. In turn, this interface would use the identity metasystem to
interact with the appropriate webpage or application to notify if the
authentication was successful.?!

11.18 Microsoft envisages that such a system would allow users to employ

verifiable details to complete a range of different authentication
procedures through one standard interface. In turn, Microsoft argues that

18
19

20

21

Mr Peter Watson, Microsoft Pty Ltd, Transcript of Evidence, 9 October 2009, p.17.

Microsoft Corporation, Microsoft’s vision for an identity metasystem, Web services technical
articles, Microsoft Corporation, May 2005, viewed 28 January 2009,

<http:/ /msdn.microsoft.com/en-us/library / ms996422.aspx>. See also: Microsoft Australia,
Submission 35, pp.14-15.

See for example: Mr Peter Watson, Microsoft Australia, Transcript of Evidence, 9 October 2009,
p.17; Microsoft Corporation, Microsoft’s vision for an identity metasystem, Web services technical
articles, Microsoft Corporation, May 2005, viewed 28 January 2009,

<http:/ /msdn.microsoft.com/en-us/library / ms996422.aspx>.

See for example: Mr Peter Watson, Microsoft Australia, Transcript of Evidence, 9 October 2009,
p-17; Microsoft Corporation, Microsoft’s vision for an identity metasystem, Web services technical
articles, Microsoft Corporation, May 2005, viewed 28 January 2009,

<http:/ /msdn.microsoft.com/en-us/library / ms996422.aspx>.
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password and username security would be enhanced, susceptibility to
phishing schemes would decrease and user privacy would be
strengthened.??

Domain Name System Security Extensions

11.19  As outlined in Chapter 2, cyber criminals can subvert parts of the Domain
Name System (DNS) to divert users to a malware, phishing or scam
website.?

11.20  Dr Paul Twomey, Senior President of the Internet Corporation for
Assigned Names and Numbers (ICANN), advocated the implementation
of DNS Security Extensions (DNSSEC) as a means of addressing this risk.
DNSSEC is an eleven year old technology which has already been
introduced in certain areas of the DNS, but is not yet widespread. It
requires each genuine IP address in the DNS to be given a series of unique
digital signatures that must match up in order to verify a website’s
authenticity.?

11.21  Several areas of the DNS have already implemented the technology for
their country code, including Sweden, Brazil, Bulgaria and the Czech
Republic. However, Dr Twomey argued that wider implementation of
DNSSEC would reduce the capacity for hackers to subvert the DNS.?

Trusted networking infrastructure

11.22  The Commonwealth Scientific and Industrial Research Organisation
(CSIRO) also informed the Committee of their work in developing a form
of secure network that conceals information from ‘outsiders’, which
prevents theft. CSIRO envisage that sections of the Australian network
could be designated to be part of a secure information exchange system.
This could be achieved through designating each individual router that

22 See for example: Mr Peter Watson, Microsoft Australia, Transcript of Evidence, 9 October 2009,
p-17; Microsoft Corporation, Microsoft’s vision for an identity metasystem, Web services technical
articles, Microsoft Corporation, May 2005, viewed 28 January 2009,
<http:/ /msdn.microsoft.com/en-us/library / ms996422.aspx>.

23 Educause, 7 things you should know about DNS, Educause, January 2010, p.1, viewed 1 February
2010, <http:/ /net.educause.edu/ir/library/pdf/EST1001.pdf>.

24  See for example: Dr Paul Twomey, Internet Corporation for Assigned Names and Numbers
(ICCAN), Transcript of Evidence, 8 October 2009, p.3; Educause, 7 things you should know about
DNS, Educause, January 2010, viewed 1 February 2010,
<http:/ /net.educause.edu/ir/library/pdf/EST1001.pdf>.

25 See for example: Dr Paul Twomey, ICCAN, Transcript of Evidence, 8 October 2009, p.3;
Educause, 7 things you should know about DNS, Educause, January 2010, viewed 1 February
2010, <http:/ /net.educause.edu/ir/library/pdf/EST1001.pdf>.
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would be part of the network, or by designating the ISPs whose customers
would be part of the network. Each computer on the trusted network
would have its own “electronic contract” that would determine how its
information is used, encrypted and accessed by other computers on the
network. Computers outside of this trusted network would not be able to
access the information. CSIRO proposed that these electronic contracts
could be monitored for compliance to detect misbehaving computers.2

New encryption techniques

11.23

The Committee heard that new encryption techniques could also help to
combat identity theft and fraud.?” For example, Dr Peiyuan Zhu advocated
his “Masked Identification System” as a new method for securely
encrypting data. Dr Zhu submitted that, through using a randomly
generated encryption code that is unique to each data transmission, this
new method would render intercepted information useless to cyber
criminals.?

Privacy enhancing technologies

11.24

The Australian Office of the Privacy Commissioner told the Committee of
a range of technologies that may enhance privacy and prevent identity
theft, including:

» data separation and anonymising tools which remove personal
identifiers from data during transmission and storage;

m privacy metadata which uses an electronic tagging system to control
how information can be accessed and used; and

m privacy management systems which permit individuals to easily
determine if the privacy policies of organisations meet their own
requirements.?

Black listing

11.25

Currently, many organisations employ black listing to protect themselves
from malicious websites and emails. Black listing involves monitoring all
sources attempting to access and exchange data with a particular system.

26 CSIRO, Submission 26, pp.12-14.

27  See for example: Office of the Privacy Commissioner (OPC), Submission 3, p.13; Office of the
Victorian Privacy Commissioner, Submission33, p.7.

28 Dr Peiyuan Zhu, Submission 61, pp.1-4.
29 OPC, Submission 3, pp.13-14.
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11.26

11.27

11.28

The reputation of each source is assessed, and the data from the source is
checked for signs of malicious code or content. Any sources that are then
deemed to be malicious are placed on a “black list” and denied access to
the system.%

Technologies for assessing the risk of sources and data are continually
emerging. Both Symantec and McAfee advocated products which gather
data from a range of sources (including home users, software publishers
and online businesses) in order to determine if a website, file or other
computer system is a security risk, and thus if the source should be black
listed.3! Alternatively, ThreatMetrix Pty Ltd advocated their ‘Device
Intelligence” technology for online merchants which, through examining
the location and configuration of customer’s machines, detects and blocks
fraudulent transactions.

The Government has already taken steps to create an Australia-wide
network black list to block malicious website content, albeit without the
sole focus of addressing cyber crime. On 15 December 2009 Senator the
Hon Stephen Conroy, Minister for Broadband, Communications and the
Digital Economy, announced Government plans to legislate for Internet
Service Providers (ISPs) in Australia to block all material contained on the
Australian Communication and Media Authority’s (ACMA’s) Refused
Classification Content list, including content relating to the detailed
instruction in crime.3 Whilst this content filtering exercise extends to a
range of online content, through blocking content relating to the detailed

instruction of crime, some cyber crime-related websites may also be
blacklisted.

To carry out blacklisting on a higher network level, above that of ISPs,
Web Management Interactive Technologies Pty Ltd, an Australian e-
security business, advocated their Australian Protected Network (APN).
The APN is essentially a network-wide firewall that is continually
updated via a system that anticipates new threats. Under the APN, all
Internet traffic entering the Australian network would pass through a
central server. This traffic would be tested against a database of threat
information, as compiled by members of the Australian Internet

30 Australian Bankers” Association (ABA), Submission 7.1, p.2; Sophos Pty Ltd, Submission 66, p.5.

31 Symantec Corporation, Symantec delivers groundbreaking reputation-based security technology,
media release, Symantec Corporation, 10 September 2009, p.2; McAfee, Submission 10, pp.9-10.

32 Threat Matrix Pty Ltd, Submission 19, p.16.

33 Senator the Hon Stephen Conroy (Minister for Broadband, Communications and the Digital
Economy), Measures to improve safety of the internet for families, Parliament House, 15 December
2009, viewed 29 January 2009,
<http:/ /www.minister.dbcde.gov.au/media/media_releases/2009/115>.
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community, and traffic originating from known malicious sources would
be blocked.

White listing

11.29

11.30

11.31

White listing was advocated as another method of protecting users from
malware and phishing attacks. White listing is a method whereby all
sources attempting to access and exchange data with a system are
monitored. Known trusted sources are placed on a ‘white list” which
permits access to the system, while all other sources (even benign but
unknown sources) are denied access.®

The Australian Bankers’” Association (ABA) submitted that white listing
could be applied in a range of ways:

» online security software could white list ‘known good” banking
websites to deny access to phishing websites;

m [SPs could white list trusted sites to protect their clients from malicious
websites; or

m banks could white list access to users from known and trusted locations
to prevent identity fraud.%

However, contributors also argued that white listing has its limitations,
especially when deployed across large networks with many diverse users.
These limitations include: potentially blocking legitimate sources;
restricting flexible access to systems (such as remote access); and
increasing the complexity of already complex systems. Additionally, many
home users may use ‘dynamic IP addressing’ where the code which
identifies their computer or location is continually changing, thus making
it difficult to accurately identify and white list users.3’

Walled gardens

11.32

Walled gardens (as mentioned in Chapter 7) were suggested as means by
which to isolate and disinfect computers that are infected with malware.
Some ISPs in jurisdictions outside Australia follow a process where, when
a customer is found to have a computer infected with malware, their
Internet access is restricted in order to isolate them from other Internet

34  Web Management Interactive Technologies, Submission 68, p.3.

35 See for example: ABA, Submission 7.1, p.2; Sophos Pty Ltd, Submission 66, p.5; ICANN,
Submission 40.1, p.3.

36 ABA, Submission 7.1, pp.2-3.
37 See for example: ABA, Submission 7.1, p.3; ICANN, Submission 40.1, p.3.
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users. Such limited access is called a ‘walled garden’. ISPs then assist the
customer to eliminate the malware from the system and, once the user is
disinfected, remove the user from the walled garden.3 Some ISPs already
carry out this process in Australia.

‘Clean’ boot-up disks

11.33

Detective Inspector William van der Graaf, NSW Police, argued that one
of the key ways to ensure safe online banking was through the use of a
‘clean” boot-up disk. A boot-up disk is a removable storage medium (such
as a USB or CD) from which a computer can load and run an operating
system. Detective Inspector van der Graaf told the Committee that users
can conduct secure transactions by uploading a clean operating system
from a boot-up disk each time they wish to transact online, rather than
relying on existing operating systems that may be infected with
malware.%

Trusted Platform Modules

11.34

11.35

CSIRO proposed the use of a Trusted Platform Module (TPM) to protect
online transactions from malware and phishing. A TPM is a microchip
which can verify the safety of another computer prior to conducting a
transaction with that computer. When a user wishes to carry out a
transaction, the TPM tests three factors against predetermined criteria: the
identity of the other user, the identity of the other machine and the
configuration of the other computer (including the type of programs
installed on the machine). If all three criteria are met, the transaction
proceeds. However, if there is any variation from the prescribed criteria
(such as unknown programs) the transaction is blocked. In turn, TPM
identifies malware on the other computer and reveals phishing websites.40

CSIRO informed the Committee that they have developed a TPM device
in the form of a consumer-friendly USB drive, the Trusted Extension
Device (TED), which operates on the same principle as the above
mentioned clean boot-up disk method. Through the use of a TED, a user
can upload a clean operating system to any PC, in order to conduct a
transaction. The TED then goes beyond other clean boot up disks by
employing a TPM to verify the safety of the other computer prior to a

38 See for example: Mr Bruce Matthews, Australian Communications and Media Authority,
Transcript of Evidence, 21 October 2009, p.4; AusCERT, Submission 30.1, p.3.

39 Detective Inspector William van der Graaf, NSW Police, Transcript of Evidence, 8 October 2009,

p-79.

40 CSIRO, Submission 26, p.10.
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transaction. According to CSIRO, not only do users avoid malware on
their own machine, but they are also protected from malware and
phishing websites hosted on the other machine.*

11.36  CSIRO acknowledged that TPM devices currently have limited

opportunities for deployment. In order for a transaction to be authorised
by a TPM, the other computer must adhere to a rigid and prescribed
system configuration. Thus TPM cannot currently be applied in
transacting between computers that have diverse and continually
updating operating systems or programs. CSIRO submitted that this
prevents wide deployment of the TPM, and that they are working to
overcome this issue.*

Black hole and sinkhole routing

11.37  Black hole and sinkhole routing are two different techniques for diverting

and combating malicious web traffic, particularly Distributed Denial of
Service (DDoS) attacks.

11.38  Black hole routing is the practice of, when a computer is under attack,

redirecting all traffic attempting to access the computer to a null inactive
router, a ‘black hole’. This Internet traffic, including the malicious
elements, then has nowhere to go and drops off. This prevents the attack
on the computer, but also blocks any legitimate traffic that may be
present.*?

11.39  Sinkhole routing refers to the practice of, when a computer comes under

attack, redirecting all web traffic flowing towards that computer through a
router which evaluates the traffic, a ‘sinkhole’. This sinkhole router
analyses, blocks and traces any malicious traffic while permitting benign
web traffic to continue on to its destination. Unlike black hole routing,
sinkhole routing permits a computer to continue to receive web traffic
during a web attack, but may be less able to effectively handle web attacks
involving large amounts of data.*

41
42
43

44

CSIRO, Submission 26, p.11.

CSIRO, Submission 26, p.10.

See for example: Fujitsu Australia Ltd, Submission 13, p.8; C Patrikakis, M Masikos and O
Zouraraki, ‘Distributed Denial of Service Attacks’, Internet Protocol Journal, Vol.7(4), December
2004, viewed 1 February 2010,

<http:/ /www.cisco.com/web/about/ac123/acl47/archived_issues/ipj_7-
4/dos_attacks.html>.

CPatrikakis, M Masikos and O Zouraraki, ‘Distributed Denial of Service Attacks’, Internet
Protocol Journal, Vol.7(4), December 2004, viewed 1 February 2010,

<http:/ /www.cisco.com/web/about/ac123/ac147/archived_issues/ipj_7-
4/dos_attacks.html>.
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Program monitoring

11.40

11.41

Timesavers International Pty Ltd, an Australian e-security developer,
informed the Committee of a new approach to preventing malware from
infections, as achieved by their new ‘CyberForceField” (CFF) software.
Modern user-friendly programs (including many anti-virus programs)
carry out a number of automatic functions, such as communicating with
other programs, downloading updates, scanning hard drives and sending
information to the developer. These functions can be subverted to
shutdown anti-virus protection, install malware on computers and to
intercept information. Timesavers CFF monitors the activity of all
programs according to rules and security levels set by the user. CFF then
restricts any functions that could expose the system to malware .%

Timesavers submitted that CFF represents a significantly different
approach to e-security than the products of established and dominant e-
security companies. Timesavers argued that, as a small enterprise, it is
hard to gain entry into the wider e-security markets. Timesavers’ called
upon the Government to support innovative small enterprises to gain
access to such markets.*

Developing and implementing anti-cyber crime measures

11.42

11.43

Contributors to the inquiry argued that the Government could assist in the
development of new anti-cyber crime techniques and technologies
through the National Broadband Network (NBN) and by creating
incentives for the development and uptake of anti-cyber crime measures.

The Committee heard that the NBN represents an opportunity for the
Government to make the online environment more secure for Australian
Internet users. A number of methods were suggested, including:

m using the publicity surrounding the NBN to raise awareness and
increase the uptake of online security technologies;*’

» integrating security technologies into the infrastructure of the NBN;
and

45 Timesavers International Pty Ltd, Submission 14, pp.3-10.

46 Timesavers International Pty Ltd, Submission 14, p.11.

47 Mr Craig Scroggie, Symantec Corporation, Transcript of Evidence, 9 October 2009, p.53.

48 See for example: Sophos, Submission 66, p.4; Lockstep Technologies Pty Ltd, Submission 36,
p-14; Mr Peter Watson, Microsoft Australia, Transcript of Evidence, 9 October 2009, p.17.



EMERGING TECHNICAL MEASURES TO COMBAT CYBER CRIME 237

11.44

11.45

» utilising the increased speed of the NBN to deliver a ‘cloud service’ for
internet security (where all users may access the internet through a
central security mechanism, rather than via individual security
mechanisms for each computer).4

It was argued that such initiatives could be furthered through partnering
with industry and through allocating a percentage of the NBN’s budget to
security measures.50

Contributors also canvassed a range of ways to nurture the development
and implementation of new security measures:

» engaging with, and harnessing the technical knowledge of, the highly
coordinated engineering community that builds and runs the internet,
in order to inform policy and to implement new security measures;5

m continuing to ensure a healthy, diverse and innovative market place for
Internet security companies, which evolves and keeps pace with new
cyber security threats;

m encouraging software vendors to promote products that have been
developed to international software and hardware security standards;
and

m provide financial incentives for Australian home users and small
businesses to take up further technical online security measures.>

Committee View

11.46

The Committee is of the view that, while no single technology will solve
the problem of cyber crime, the continually evolving nature of cyber crime
will require innovative and creative responses. Part of this response will
be technical devices that strengthen protections for the network. It is
important that Australia foster an environment that values research and
innovation, and recognises that important technical innovations can arise
from a plethora of sources.

49 Mr Andrew Littleproud, McAfee Australia Pty Ltd, Transcript of Evidence, 9 October 2009, p.70.

50 See for example: ABA, Submission 7, p.15; Mr Peter Coroneos, Internet Industry Association,
Transcript of Evidence, 8 October 2009, p.23.

51 Dr Paul Twomey, ICCAN, Transcript of Evidence, 8 October 2009, p.6.
52 Symantec Corporation, Submission 32, p.12.

53 Australian Computer Society Inc., Submission 38, p.11.

54  Symantec Corporation, Submission 32, pp.10-11.
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11.47

11.48

The global IT corporations bring enormous expertise and capacity to
commercialise new products, but breakthrough technologies often result
from the inventiveness and creativity of dedicated individuals, small
companies, and Australia’s world class science and technology
researchers.

The Committee concludes that the Government should consider the value
of any current and emerging measures that may combat cyber crime,
including the measures outlined in this chapter. The Committee is also of
the view that the Government should consider ways to encourage the
development and uptake of online security mechanisms, including
through the NBN, industry partnerships and market incentives.

Ms Belinda Neal MP

Chair



Supplementary Remarks — The Hon Tony
Smith MP

Having only joined the Committee in February of this year, I was a participating
Member for only the final public hearing in March, and consequently was not part
of the extensive deliberations with over 50 witnesses at 10 days of public hearings
in 2009, when the vast bulk of the evidence was taken.

As such the report’s recommendations are very much a product of the considered
views of Members formed during those months of hearings and deliberations of
which I was not part.

Nonetheless, from my limited involvement on the Inquiry, I believe that, overall,
the report is an important contribution to the debate with many sensible and
practical recommendations for consideration. I do, however, have a different view
on some aspects of the report, which I have outlined below.

In this short period of time, it has become very clear to me that participating
Members, led by the Chair and Deputy Chair, worked very hard over many
months distilling and weighing the issues. They have been ably assisted by
Jerome Brown, Committee Secretary, Jane Hearn, Inquiry Secretary, and the other
staff from the Committee Secretariat.

Recommendation 14

Recommendation 14 states:

That the Australian Communications and Media Authority take the lead
role and work with the Internet Industry Association to immediately
elaborate a detailed e-security code of practice to be registered under the
Telecommunications Act 1997 (Cth).

That the code of practice include:
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= an obligation that the Internet Service Provider provides basic
security advice when an account is set up to assist the end user to
protect themselves from hacking and malware infections;

= a mandatory obligation to inform end users when their IP address has
been identified as linked to an infected machine(s);

m a clear policy on graduated access restrictions and, if necessary,
disconnection until the infected machine is remediated;

m the provision of basic advice and referral for technical assistance for
remediation; and

= arequirement that acceptable use policies include contractual
obligations that require a subscriber to:

= install anti-virus software and firewalls before the Internet
connection is activated;

= endeavour to keep e-security software protections up to date; and

= take reasonable steps to remediate their computer(s) when notified
of suspected malware compromise.

The substance of the recommendation and the first four stipulated items for
inclusion within a proposed Code are worthy.

However, I believe the last suggested inclusion relating to subscriber contractual
obligations is problematic.

Every fair minded person agrees that it is critical to take steps to ensure all internet
subscribers understand the importance of, and their responsibility to secure and
maintain security of, their own computer systems.

It is clear that while many Australians do take steps to ensure the security of their
systems by installing and diligently maintaining security software, large numbers
do not, many of whom are unaware of the dangers and potential costs to
themselves and the wider community.

Continued education and awareness building at a wide range of levels is the first
priority to ramping up knowledge, understanding and action.

However, to dramatically and quickly institute a requirement that ISPs
contractually require the subscriber to install anti-virus software and firewalls
before connecting to the internet, whilst well meaning, opens up a plethora of new
liability issues for subscribers.

Such a move could only be considered in the longer term following careful
consideration of the implications to subscribers in terms of their liability, and only
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after comprehensive communication over a significant period of time about the
implications of such a fundamental change.

Because the fundamental intent of Recommendation 14 is to register an e-security
code with ‘speed” (“That the Australian Communications and Media Authority take the
lead role and work with the Internet Industry Association to immediately elaborate a
detailed e-security code...” 1), I do not believe that this aspect of the recommendation
could be implemented without creating major uncertainty and dislocation.

Recommendation 26

In my view, the approach with this recommendation is in some conflict with the
approach taken in Recommendation 25, which is for the Productivity Commission
to carry out a broader in depth investigation to provide more comprehensive
analysis to support future policy development in this area.

It makes sense for the Productivity Commission to consider all of the issues in
depth, particularly since any changes resulting from Recommendation 26 could
have an impact on the broader market, and recommend on the full and
appropriate suite of measures that might be considered.

Recommendations 28-30

Recommendations 28-30 are worthy.

However, I note the Committee’s view that the current general exemptions to the
Privacy Act relating to small business should be removed.

Whilst the expressed view does not translate into a recommendation, I point out
that the general small business exemption has been in place as an
acknowledgment of the costs that would be entailed by small business if they were
brought under the Act.

1  Emphasis added.
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I believe the focus should be on the adoption of codes of practice in areas where
there is a clear necessity, which is precisely what Recommendation 29 envisages
with respect to the Australian Internet industry, including smaller ISPs, rather
than adopt a blanket approach that would place a burden on all small businesses.

Hon Tony Smith MP



Supplementary Remarks — Coalition
members

We note the Majority Committee’s view that the Government’s planned NBN
rollout could be utilised to promote education about cyber safety and the uptake
of security measures.

We do not support the Government’s ill conceived NBN plans.

The fact that the Government’s planned NBN might be able to be utilised for other
objectives does not cause us to alter our fundamental view.

Mrs Kay Hull MP Ms Nola Marino MP

Hon Peter Lindsay MP Hon Tony Smith MP
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May Justice Always Prevail

South Australia Police

Office of the Privacy Commissioner

Standards Australia

Macquarie University

Mr David Ready

Australian Bankers” Association NSW Inc
1  Australian Bankers” Association NSW Inc

Law Society of Western Australia

© ® NN o Ul R W N

Mr Paul Myers

10 McAfee Australia

10.1 McAfee Australia

11 Office of the Privacy Commissioner NSW
12 Members Equity Bank

13 Fujitsu Australia Limited

14 Timesavers International Pty Ltd

15 NetChoice Coalition

16 Australian Bureau of Statistics

17 Australian Merchant Payments Forum

18 Yahoo! Group Australia and New Zealand



246 HACKERS, FRAUDSTERS AND BOTNETS: TACKLING THE PROBLEM OF CYBER CRIME

19 ThreatMetrix Pty Ltd

20 Department of Defence

21  INTERPOL

22 The Australian Information Industry Association
23 EUROPOL

24 Google Australia and New Zealand

25 Australian Federal Police

251 Australian Federal Police

26 CSIRO Government and International

27  Australia Post

28 RSA

29 Fortinet - Real Time Network Protection

30  AusCERT

30.1 AusCERT

31 Council of Europe

32  Symantec Asia Pacific Pte Ltd

321 Symantec Asia Pacific Pte Ltd

33 Office of the Victorian Privacy Commissioner
34  Department of Broadband, Communications and the Digital Economy
35 Microsoft Australia Pty Ltd

36 Lockstep Consulting Pty Ltd

37  Mr Alastair MacGibbon

38 Australian Computer Society Inc

39 e-Bay Inc.
40 The Internet Corporation for Assigned Names and Numbers
41 Australian Institute of Criminology

42 Australian Council of State School Organisations

43 Telstra
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43.1
44
441
45
46
47
48
49
50
51
52
53
54
54.1
55
56
56.1
56.2
57
57.1
58
59
59.1
60
61
62
62.1
63

Telstra

Attorney-General’s Department

Attorney-General’s Department

Internet Society of Australia

Australian Competition and Consumer Commission
Australian Security Intelligence Organisation
Government of Western Australia Department of Commerce
NSW Government

Australian Payments Clearing Association

Tasmanian Government

Australian Securities and Investment Commission
Northern Territory Government

Internet Industry Association

Internet Industry Association

Abacus - Australian Mutuals

Australian Communications and Media Authority
Australian Communications and Media Authority
CONFIDENTIAL

Australian Communications Consumers Action Network
Australian Communications Consumers Action Network
CONFIDENTIAL

Australian Taxation Office

Australian Taxation Office

PayPal

Dr Peiyuan Zhu

Cyberspace Law and Policy Centre

Cyberspace Law and Policy Centre

Australian Seniors Computer Clubs Association
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63.1 Australian Seniors Computer Clubs Association

64  ROAR Film Pty Ltd

65 ~ CONFIDENTIAL

66 Sophos Pty Ltd

67 Queensland Government

68  Web Management InterActive Technologies Pty Ltd
68.1 Web Management InterActive Technologies Pty Ltd
68.2 Web Management InterActive Technologies Pty Ltd
68.3 Web Management InterActive Technologies Pty Ltd
68.4 Web Management InterActive Technologies Pty Ltd
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1 The Australian Information Industry Association
Convention on Cybercrime (Related to Submission No. 22)

2 RSA
RSA Special Online Fraud Report: What to Expect in 2009 and Beyond
(Related to Submission No. 28)

3 RSA
RSA Online Fraud Report (Related to Submission No. 28)

4 Council of Europe
Convention on Cybercrime (Related to Submission No. 31)

5 Australian Institute of Criminology
Inquiry into Cyber Crime 2009 (Related to Submission No. 41)

6 Internet Safety Institute
The drivers for online crime (Related to Submission No. 37)

7 Microsoft Australia
Establishing End to End Trust (Related to Submission No. 35)

8 ROAR Film Pty Ltd
ROAR - Cyber Risk Education (Related to Submission No. 64)

9 Australian Communications Consumers Action Network
Informed Consent (Related to Submission No. 57)

10 Australian Communications Consumers Action Network
Customer Service (Related to Submission No. 57)
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11

12

13

14

15

16

17

18

19

20

21

22

23

Australian Communications Consumers Action Network
Future Consumer (Related to Submission No. 57)

AusCERT
The Need for Customer-Centric Signalling in the Software Market
(Related to Submission No. 30)

AusCERT
Internet Industry Code of Practice (Related to Submission No. 30)

McAfee Australia
Cloud Computing: Risks and Rewards (Related to Submission No. 10)

Internet Industry Association
An Important Security Notice from the Internet Industry Association (IIA)
(Related to Submission No. 54)

Australian Competition and Consumer Commission
The little black book of scams (Related to Submission No. 46)

Australian Competition and Consumer Commission
SCAM watch (Related to Submission No. 46)

Australian Competition and Consumer Commission
Money transfer scams (Related to Submission No. 46)

Australian Competition and Consumer Commission
Sports "investment 'scams (Related to Submission No. 46)

Australian Competition and Consumer Commission
Phishing scams (Related to Submission No. 46)

Australian Competition and Consumer Commission
Lotteries, sweepstakes and competition scams (Related to Submission No. 46)

Australian Competition and Consumer Commission
SCAM watch (Related to Submission No. 46)

AusCERT
German ISPs team up with Government agency to clean up malware (Related to
Submission No. 30)
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Appendix C — Witnesses

Wednesday, 19 August 2009 - Canberra

Australian Institute of Criminology
Dr Judy Putt, General Manager, Research

Dr Russell Smith, Principal Criminologist

Wednesday, 9 September 2009 - Canberra

Australian Federal Police
Dr Jenny Cartwright, Coordinator Crime Prevention

Commander Neil Gaughan, National Manager, High Tech Crime
Operations

Friday, 11 September 2009 - Canberra

AusCERT

Mr Graham Ingram, General Manager

Australian Payments Clearing Association Ltd

Mr Chris Hamilton, Chief Executive Officer

Ms Caroline Pearce, Head of Fraud, Risk and Compliance
Fujitsu Australia Limited

Mr Michael Sinkowitsch, Business Development Manager
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Internet Industry Association

Mr Peter Coroneos, Chief Executive

Internet Safety Institute

Mr Alastair MacGibbon

Telstra
Mr Glenn Chisholm, General Manager, Network Security
Mr Darren Kane, Director, Corporate Security and investigations

Mr James Shaw, Director, Government Relations

The Australian Information Industry Association

Ms Loretta Johnson, General Manager, Policy and Government Relations

Wednesday, 16 September 2009 - Canberra

Australian Taxation Office

Mr Michael Cranston, Deputy Commissioner, Serious Non-Compliance
Mr Bill Gibson, Chief Information Officer

Ms Bettina Konti, Acting First Assistant Commissioner, Business
Solutions, Enterprise Solutions and Technology

Thursday, 8 October 2009 - Sydney

Australian Bankers’ Association NSW Inc
Mr Tony Burke, Director
Australian Communications Consumers Action Network
Mr Allan Asher, Chief Executive Officer
Commonwealth Bank of Australia
Mr John Geurts, Executive General Manager Group Security

Cyberspace Law & Policy Centre (CLPC)

Ms Alana Maurushat, Deputy Director, Cyberspace Law and Policy
Centre, UNSW
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Department of Justice and Attorney General NSW
Ms Penelope Musgrave, Director, Criminal Law Review

Office of the Victorian Privacy Commissioner

Dr Anthony Bendall, Deputy Privacy Commissioner

ROAR Film Pty Ltd

Mr Terry Hilsberg, Executive Director, Strategy

State Crime Command, NSW Police Force

Mr William van der Graaf, Detective Inspector - Co-Ordinator, Computer
Crime Team, Fraud Squad

The Internet Corporation for Assigned Names and Numbers (ICANN)

Mr Paul Twomey, Senior President

Westpac Banking Corporation

Mr Richard Johnson, Chief Information Security Officer

Friday, 9 October 2009 - Sydney

Australian Computer Society
Mr Alastair MacGibbon, Member, Filtering & eSecurity Taskforce

Prof. Vijay Varadharajan, Chair of National E-Security Taskforce
Internet Society of Australia (ISOC-AU)

Dr Paul Brooks, Director

Ms Holly Raiche, Executive Director

Lockstep Consulting Pty Ltd

Mr Stephen Wilson, Managing Director

McAfee Australia
Mr Andrew Littleproud, Regional Director Australia and New Zealand
Mr Sean Duca, Technical Solutions Manager, Australia and New Zealand

Microsoft Australia Pty Ltd
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Mr John Galligan, Director of Corporate Affairs
Mr Stuart Strathdee, Security Program Manager

Mr Peter Watson, Manager of Platform Strategy

Symantec Corporation

Mr Craig Scroggie, Vice President Asia Pacific

Wednesday, 21 October 2009 - Canberra

Australian Communications and Media Authority VIC

Mr Bruce Matthews, Acting Executive Manager, Strategy and
Coordination Branch

Mr David Zielezna, Senior IT Technical Officer, E-security and DCNR
Section

Wednesday, 28 October 2009 - Canberra

Australian Seniors Computer Clubs Association

Mrs Nan Bosler, President

Wednesday, 18 November 2009 - Canberra

Australian Competition and Consumer Commission
Mr Scott Gregson, Group General Manager, Enforcement Operations

Mr Nigel Ridgway, Group General Manager, Compliance, Research,
Outreach and Product Safety

Wednesday, 25 November 2009 - Canberra

Attorney-General’s Department

Mr Sarah Chidgey, Assistant Secretary, Criminal Law and Law
Enforcement Branch

Ms Sheridan Evans, Assistant Secretary, Identity Security Branch

Ms Marcella Hawkes, Acting Assistant Secretary, E-Security Policy and
Coordination, National Security Resilience Policy Division
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Ms Susan Mihalic, Principal Legal Officer, Telecommunications and
Surveillance Law Branch

Mr Mike Rothery, First Assistant Secretary, National Security Resilience
Policy Division

Ms Catherine Smith, Assistant Secretary, Telecommunications and
Surveillance Law Branch

Department of Broadband, Communications and the Digital Economy
Mr Simon Cordina, Assistant Secretary, Cyber-Safety and Trade Branch
Ms Sabeena Oberoi, Assistant Secretary, E-security and APEC Branch

Mr Keith Besgrove, First Assistant Secretary, Telecommunications,
Networks Regulation and Australia Post, Digital Economy Services
Division

Wednesday, 17 March 2010 - Canberra

Queensland Police Service

Mr Brian Hay, Detective Superintendent, Fraud and Corporate Crime
Group, State Crime Operations Command
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Appendix D — Commonwealth Computer
Offences

The following offences are contained in the Commonwealth Criminal Code.

Hacking, malware and denial of service attacks with intent to commit a serious
offence - Subsections 477.1(1) and (4)

Knowingly causing unauthorised access to or modification of data held in a
computer or unauthorised impairment of an electronic communication to or from
a computer with intent to commit a serious offence.t

The offence applies where the primary offence, for example of fraud or terrorism,
carries a penalty of five years or more or life imprisonment.2

The penalty cannot exceed the penalty applicable to the primary offence.

Malware infections - Section 477.2

Knowingly causing an unauthorised modification of data with reckless disregard
as to whether the modification impairs or will impair access to, or the reliability,
security or operation of other data.

The offence applies to, for example, the use of the Internet to infect a computer
with malware (e.g. key loggers, Trojans, viruses, worms).

Penalty: 10 years imprisonment.

1 The offence set out in subsection 477.1 (1) applies where conduct is caused by means of a
carriage service and involves an intention to commit or facilitate a serious offence under
Commonwealth, State or Territory law. Subsection 477.1(4) does not require the use of the
Internet and is limited to the intention to commit or facilitate a crime under Commonwealth
law.

2 Subsection 477.2(9) of the Criminal Code.
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Denial of Service Attacks - Section 477.3

Knowingly causing unauthorised impairment of electronic communication to or
from a computer involving either (i) the use of a carriage service; or (ii) a
Commonwealth computer.

This offence covers cyber attacks, such as denial of service attacks, where a server
is inundated with a large volume of emails.

Penalty: 10 years imprisonment.

Hacking password protected data - Section 478.1

Knowingly and intentionally causes unauthorised access to or modification of
restricted data. This offence applies where the restricted data is held in a
Commonwealth computer or held on behalf of the Commonwealth. It also applies
where the conduct is carried out by the means of a carriage service.

This is intended to cover conduct such as hacking into password protected data
held by or for the Commonwealth.

Penalty: maximum two years imprisonment.

Damaging data held on a mobile device owned or leased by the Commonwealth
- Section 478.2

Knowingly and intentionally causing any unauthorised impairment of the
reliability, security or operation of data held on a computer disk, or credit card or
other device used to store data by electronic means that is owned or leased by a
Commonwealth entity.

This offence includes, for example, damaging a computer disc or credit card by
passing a magnet over a credit card.

Penalty: maximum two years imprisonment.

Possession or control of data — Section 478.3
The possession or control of data with intent to commit a computer offence.

This offence is intended to cover the possession of a program or a root-kit that
enables a person to hack into another person’s computer system, impair data via a
malware infection or impair electronic communications via a DDOS attack.

Penalty: maximum three years imprisonment.
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Production and supply of data — Section 478.4
Producing, supplying or obtaining data with intent to commit a computer offence.

This offence is intended to cover the production and/or supply of data to be used
in a computer offence.?

Penalty: maximum three years imprisonment.

3  AGD, Submission 44, p.19.
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Appendix E — Proposed Commonwealth
Identity Fraud Offences

The following proposed offences will be inserted into Commonwealth Criminal
Code.!

Dealing with identification information - Proposed new subsection 372.1

It is an offence to deal (make, supply or use) identification information with the
intention that any person will use that information to pretend to be, or to pass the
user off as, another person (whether living, dead, real or fictitious) for the purpose
of committing or facilitating the commission of an indictable offence.

Penalty: maximum five years imprisonment.
Possession of identification information - Proposed new subsection 372.2

It is an offence to possess identification information with the intention that any
person will deal (make, supply or use) in the information to commit an indictable
offence.

Penalty: maximum 3 years imprisonment.

Possession of equipment used to make identification documentation - Proposed
new subsection 372.3

It is an offence to possess equipment with the intention that any person will use
the equipment to make identification documentation to engage in conduct
prohibited by subsection 372.1.

Penalty: maximum 3 years imprisonment.

1  AGD, Supplementary Submission 44.1, p.3.








