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16 March 2020

Ms Lucy Wicks MP
Chair, Joint Committee of Public Accounts and Audit
Box 6021, Parliament House
CANBERRA ACT 2600
jcpaa@aph.gov.au

Dear Ms Wicks

Re: Cyber Resilience: Inquiry into Auditor General’s Reports 1 and 13 (2019 20)
The Department of Health and the Australian Digital Health Agency (Agency) provide this submission to the
Joint Committee of Public Accounts and Audit to support its consideration of the Auditor General’s
Report 13 (2019 20) into the Implementation of the My Health Record System (ANAO Report).
The Agency is responsible for national digital health services and systems and leading implementation of
Australia’s National Digital Health Strategy on behalf of Australian governments. It is also the My Health
Record System Operator. The Department has policy responsibility for improving health outcomes for
Australians through digital health policies and strategies and supporting the Government’s digital health
agenda.
Our submission focusses on aspects of the ANAO Report, tabled on 25 November 2019, that address cyber
security risks and controls.
The notion of shared risk is a theme in the Auditor General’s findings which reflects the context in which
the My Health Record is used and the opportunities it presents to improve healthcare in Australia. This
context was recognised by the ANAO audit team and is briefly addressed in section one1 of the ANAO
Report. We provide some additional context here to support the Committee’s deliberations on cyber risks
impacting the My Health Record and the environment in which controls are applied.

Opportunity for technology to promote choice and reduce fragmentation

A key feature of the Australian healthcare system is the diversity of health services and the choice available
to consumers. However, this diversity can create fragmentation in the way health services are provided to
an individual; creating inefficiency in the system, sub optimal experience for consumers, and affecting the
quality of care and health outcomes.
Digital technology provides an opportunity to address some of these challenges in the Australian health
system. The potential to have health information ‘follow’ a consumer through their interactions with health
services – rather than remaining in silos maintained by healthcare providers – could provide a more
seamless experience for a consumer and a more complete picture for healthcare providers in the course of
providing care.
The Department of Health and the Agency (and its predecessor organisation) have been developing
standards, infrastructure and legislation to support this vision of connected care for 15 years. The work has
been guided by two National Digital Health Strategies (published in 2009 and 2018) and is supported by the
COAG Health Council. Infrastructure established includes a national healthcare identifiers service, national
authentication service for health, standards for digital health messages, standard national medical
terminology, the My Health Record system, and legislation to govern the operation of this infrastructure.
This infrastructure provides a platform to which other IT systems connect. The Australian innovation
industry provides software, data services and devices to healthcare providers and consumers in response to
demand. The common thread of national infrastructure and standards has the potential to provide
continuity of care in this context of diversity and choice provided by the market.
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